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Encrypt Registration Information - allows to encrypt registration information. If the option is disabled, registration
information (name and key) will be stored in registry/file as they are.

For example, the file with the registration information, without Encrypt Registration Information feature, will be
looking:

| secret - Notepad l = |3 |ﬁj
File Edit Format View Help
[Registration information] -

Name=Registration Name
Key=KY¥GZRIYCASS9BVEZ 22 8YBCEBVSNFBCGEX2ZYEGFTEBUY DIVKEFVLMGIT

with Encrypt Registration Information feature



| secret - Notepad l = |[E] |ﬁj
File Edit Format Wiew Help
Wezmlwmle lornide POE I Tl ar-4801 4 Sopa o 0ol SgRnl T ie=0isln o ul ool ena] -

Disable copying of the registration information to another PC (the registration information will be encrypted with the user's
Hardware ID) - this option allows to encrypt registration information also with the user's hardware id. If the
registration information will be encrypted with hardware id, the registry item or with with registration information will
be working and valid only on the PC where it was created. If user will attempt to copy this registry item or file to
another PC, registration will fail on this PC.

Please note:

1 This feature is incompatible with the "Allow Hardware Changes" from Hardware Lock panel. This means that
if hardware id will be changed on the user's PC, and even if the Allow Hardware Changes is enabled, the
registry item or file with registration information will become invalid and application will require registration
again;

1 Do not use this feature to lock registration information to particular PC. To lock license to particular PC you
have to use Hardware Lock panel and generate the registration keys with user's hardware id.

1 HKEY_CURRENT_USER
1 HKEY_LOCAL_MACHINE

7 ““HKEY_CURRENT_USER” ““\SOFTWARE\YourCompany\”
Registration name - HKEY_CURRENT_USER\SOFTWARE\YourCompany\Name
Registration key - HKEY_CURRENT_USER\SOFTWARE\YourCompany\Key

1 %DEFAULT FOLDER% -

1 %SYSTEM FOLDER% - Windows C:A\

1 %WINDOWS FOLDER% - Windows C:\WINDOWS\SYSTEM\

1 %My Documents FOLDER% - “ 7z

1 %My Pictures FOLDER% - “ i

1 %Program Files FOLDER% - “ 7z

1 %Program Files\Common FOLDER% - ““Program Files\Common folder”
1 %AllUsers\Documents FOLDER% - ““All Users\Documents folder”

1 %History FOLDER% - ““History i

1 %Cookies FOLDER% - ““Cookies”

1 %lInternetCache FOLDER% - ““InternetCache 7z

- & E R “notpadn
““secret.dat” ““\notepad\secret.dat” *.ini *.txt
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Note, this Registration Dialog can be also called by
mean Enigma API function EP_RegShowDialog.



Align Property

Determines how the control aligns within its container (parent control).
Description

Use Align to align a control to the top, bottom, left, or right of a form or panel and have it remain there even if the
size of the form, panel, or component that contains the control changes. When the parent is resized, an aligned
control also resizes so that it continues to span the top, bottom, left, or right edge of the parent.

For example, to use a panel component with various controls on it as a tool palette, change the panel’s Align value to
alLeft. The value of alLeft for the Align property of the panel guarantees that the tool palette remains on the left side
of the form and always equals the client height of the form.

The default value of Align is alNone, which means a control remains where it is positioned on a form or panel.

Tip: If Align is set to alClient, the control fills the entire client area so that it is impossible to select the parent form by
clicking on it. In this case, select the parent by selecting the control on the form and pressing Esc, or by using the
Object Inspector.

Any number of child components within a single parent can have the same Align value, in which case they stack up
along the edge of the parent. To adjust the order in which the controls stack up, drag the controls into their desired
positions.

Note: To cause a control to maintain a specified relationship with an edge of its parent, but not necessarily lie along
one edge of the parent, use the Anchors property instead.

Value Meaning
alNone The control remains where it was placed. This is the default value
alTo The control moves to the top of its parent and resizes to fill the width of its parent. The height of the control is not
p affected
The control moves to the bottom of its parent and resizes to fill the width of its parent. The height of the control is
alBottom
not affected
alLeft The control moves to the left side of its parent and resizes to fill the height of its parent. The width of the control is
not affected
alRight The control moves to the right side of its parent and resizes to fill the height of its parent. The width of the control
g is not affected
. The control resizes to fill the client area of its parent. If another control already occupies part of the client area, the
alClient . IR L -
control resizes to fit within the remaining client area
alCustom The control’s positioning is determined by calls to its parent's CustomAligninsertBefore and CustomAlignPosition
methods




Alignment Property

Controls the horizontal placement of the text within the label.
Description
Set Alignment to specify how the text of the label is justified within the ClientRect of the label control.

The effect of the Alignment property is more obvious if the WordWrap property is true and the label includes more
than one line of text.



AlphaBlend Property

Specifies whether the form is translucent.

Description

Set AlphaBlend to specify that the form represents a layered window that allows a translucent color. The
AlphaBlendValue property specifies the degree of translucency.



AlphaBlendValue Property

Specifies the degree of translucency on a translucent form.
Description

Set AlphaBlendValue to a value between 0 and 255 to indicate the degree of translucency when the AlphaBlend
property is true. A value of O indicates a completely transparent window. A value of 255 indicates complete opacity.

Note: AlphaBlendValue only has an effect when the AlphaBlend property is true.



Anchors Property

Specifies how the control is anchored to its parent.
Description

Use Anchors to ensure that a control maintains its current position relative to an edge of its parent, even if the
parent is resized. When its parent is resized, the control holds its position relative to the edges to which it is
anchored.

If a control is anchored to opposite edges of its parent, the control stretches when its parent is resized. For example,
if a control has its Anchors property set to [akLeft, akRight], the control stretches when the width of its parent
changes.

Anchors is enforced only when the parent is resized. Thus, for example, if a control is anchored to opposite edges of
a form at design time and the form is created in a maximized state, the control is not stretched because the form is
not resized after the control is created.

Note: If a control should maintain contact with three edges of its parent (hugging one side of the parent and
stretching the length of that side), use the Align property instead. Unlike Anchors, Align allows controls to adjust to
changes in the size of other aligned sibling controls as well as changes to the parent’s size.

Value Meaning

akTop The control’s position is fixed with respect to the top edge of its parent

akLeft The control’s position is fixed with respect to the left edge of its parent
akRight The control’s position is fixed with respect to the right edge of its parent
akBottom The control’s position is fixed with respect to the bottom edge of its parent




AutoSize Property

Specifies whether the control sizes itself automatically to accommodate its contents.
Description

Use AutoSize to specify whether the control sizes itself automatically. When AutoSize is true, the control resizes
automatically when its contents change.



BevelEdges Property

Specifies which edges of the control are beveled.

Description

The Bevellnner, BevelOuter, and BevelKind properties determine the appearance of the specified edges.

Value Meaning

belLeft The left edge is beveled.
beTop The top edge is beveled.
beRight The right edge is beveled.
beBottom The bottom edge is beveled.




Bevellnner Property

Specifies the cut of the inner bevel.
Description
Use Bevellnner to specify whether the inner bevel has a raised, lowered, or flat look.

The inner bevel appears immediately inside the outer bevel. If there is no outer bevel (BevelOuter is bvNone), the
inner bevel appears immediately inside the border.

Value Meaning
bvNone The bevel does not exist.
bvLowered The bevel appears lowered.
bvRaised The bevel appears raised.
bvSpace The bevel appears as a space if its kind is not bkTile. Otherwise, the bevel appears raised.




BevelKind Property

Specifies the control’s bevel style.
Description
Use BevelKind to modify the appearance of a bevel. BevelKind influences how sharply the bevel stands out.

BevelKind, in combination with BevelWidth and the cut of the bevel specified by Bevellnner or BevelOuter, can create
a variety of effects. Experiment with various combinations to get the look you want.

Value Meaning
bkNone No bevel is added.
bkTile The bevel appears sharply defined.

bkSoft The bevel uses softer contrasts than bkTile.
bkFlat The bevel has a broad, flat appearance.




BevelOuter Property

Specifies the cut of the outer bevel.

Description

Use Bevellnner to specify whether the outer bevel has a raised, lowered, or flat look.

The outer bevel appears immediately inside the border and outside the inner bevel.

Value Meaning
bvNone The bevel does not exist.
bvLowered The bevel appears lowered.
bvRaised The bevel appears raised.
bvSpace The bevel appears as a space if its kind is not bkTile. Otherwise, the bevel appears raised.




BevelWidth Property

Determines the width, in pixels, of both the inner and outer bevels of a panel.

Description
Use BevelWidth to specify how wide the inner or outer bevel should be. Do not confuse BevelWidth, which is the

width of the bevels, with BorderWidth, which is the space between the bevels.

If both the Bevellnner and BevelOuter properties are bvNone, BevelWidth has no effect. To remove both bevels, set
the Bevellnner and BevelOuter properties to bvNone, rather than setting the BevelWidth to 0, as this involves less

overhead when painting.



BiDiMode Property

Specifies the bi-directional mode for the control.

Description
The bi-directional mode controls the reading order for the text, the placement of the vertical scroll bar, and whether

the alignment is changed.

Value Meaning

bdLeftToRight Reading order is left to right. Alignment is not changed. The vertical scroll bar appears on the right

edge of the control.
bdRightToLeft Reading order is right to left. Aignment is changed. The vertical scroll bar appears on the left edge

of the control.

bdRightToLeftNoAlign Reading order is right to left. Alignment is not changed. The vertical scroll bar appears on the left

edge of the control.

bdRightToLeftReadingOnly Reading order is right to left. Alignment and scroll bar are not changed.




Borderlcons Property

Specifies which icons appear on the title bar of the form.
Description

May contain the following values:

Value Meaning
biSystemMenu The form has a Control menu (also known as a System menu).
biMinimize The form has a Minimize button
biMinimize The form has a Maximize button
biHelp If Borde_rSter is bsDialog or biMinimize and biMaximize are ex_cluded, a question m_ark appears in the form's
title bar and when clicked, the cursor changes to crHelp; otherwise, no question mark appears.




BorderStyle Property

Determines whether the edit control has a single line border around the client area.

Description

Use BorderStyle to affect the sharpness with which the client area of the edit control stands out. BorderStyle can
have a value of either bsSingle or bsNone. If BorderStyle is bsSingle, the edit control has a single-line border around
the client area. If BorderStyle is bsNone, there will be no border.

Value Meaning
bsNone No visible border.

bsSingle Single-line border.




BorderWidth Property

Specifies the distance, in pixels, between the outer and inner bevels.

Description

Use BorderWidth to specify how wide the border around the panel should be. A value of O (zero) means no border

should appear.



Brush Property

Specifies the color and pattern used for filling the shape control.



Cancel Property

Determines whether the button’s OnClick event handler executes when the Escape key is pressed.

Description

If Cancel is true, the button’s OnClick event handler executes when the user presses Esc. Although an application
can have more than one Cancel button, the form calls the OnClick event handler only for the first visible button in the

tab order.



Caption Property

Specifies a text string that identifies the control to the user.
Description
Use Caption to specify the text string that labels the control.

To underline a character in a Caption that labels a component, include an ampersand (&) before the character. This
type of character is called an accelerator character. The user can then select the component by pressing Alt while
typing the underlined character. To display an ampersand character in the caption, use two ampersands (&&).

Note: Controls that display text use either the Caption property or the Text property to specify the text value. Which
property is used depends on the type of control. In general, Caption is used for text that appears as a window title
or label, while Text is used for text that appears as the content of a control.



Center Property

Indicates whether the image is centered in the image control.
Description

When the image does not fit perfectly within the image control, use Center to specify how the image is positioned.
When Center is true, the image is centered in the control. When Center is false, the upper left corner of the image is
positioned at the upper left corner of the control.



CharCase Property

Determines the case of the text within the edit control.

Description

Value Meaning
ecLowerCase The text is converted to lowercase.
ecNormal The text appears in mixed case. It is not forced into any case.

ecUpperCase

The text is converted to uppercase.




ClickAction Property

Determines the OnClick event handler.
Description

ClickAction may have following values.

Value Action

caRegister Perform register. This way the application reads name and key value from edit controls and tries to register.

caContinue Continue execution

caExit Exit application

caNone Nothing to do




ClientHeight Property

Specifies the height (in pixels) of the form’s client area.
Description

Use ClientHeight to determine the height (in pixels) of the form’s client area. The client area is the usable area inside
the form's border, excluding the title bar, scroll bars, and so on.

Set ClientHeight to change the height of the form’s window based on the desired client area. To change the height of
the form’s window based on the total size of the window (including the border, menu, status bar and so on), use the
Height property instead.



ClientWidth Property

Specifies the width (in pixels) of the form’s client area.
Description

Use ClientWidth to determine the width (in pixels) of the form’s client area. The client area is the usable area inside
the form's border. Set ClientWidth to change the width of the form’'s window based on the desired client area. To
change the width of the form’s window based on the total size of the window (including the border, status bar and
so on), use the Width property instead.



CloseAction Property

Determines the OnClose event handler.
Description

CloseAction may have following values.

Value Action

caRegister Perform register. This way the application reads name and key value from edit controls and tries to register.

caContinue Continue execution

caExit Exit application

caNone Nothing to do




Color Property

Specifies the background color of the control.
Description

Use Color to read or change the background color of the control.



Constraints Property

Specifies the size constraints for the control.
Description

Use Constraints to specify the minimum and maximum width and height of the control. When Constraints contains
maximum or minimum values, the control cannot be resized to violate those constraints.

Warning: Do not set up constraints that conflict with the value of the Align or Anchors property. When these
properties conflict, the response of the control to resize attempts is not well-defined.



Content Property

Determines the content of the edit control. This information is used when the registration information is verifying and
the current hardware id should be shown.

Description

Content may have following values.

Value Action

coRegistratioName The edit will contain a registaration name. Users will have to enter registration name into this control.

coRegistratioKey The edit will contain a registration key. Users will have to enter registration key into this control.

coHardwarelD This edit will be filled out with the Hardware ID.

coCustom The edit contains custom text.




Ctl3D Property

Determines whether a control has a three-dimensional (3-D) or two-dimensional look.



Cursor Property

Specifies the image used to represent the mouse pointer when it passes into the region covered by the control.
Description

Change the value of Cursor to provide feedback to the user when the mouse pointer enters the control.

Cursor Image
crDefault Whatever cursor is the default for the window class (usually crArrow)
crNone

CrArrow

crCross

criBeam

crSize NESW

crSizeNS

crSizeNW SE

crSizeWE

crUpArrow

crHourGlass

crDrag

crNoDrop @

crHSplit 4.".;
~
crvSplit e
crMultiDrag

crSQLWait

crNo

crAppStart

crHelp

crHandPoint J\EP




crSize

crSizeAll




Default Property

Determines whether the button’s OnClick event handler executes when the Enter key is pressed.

Description
If Default is true, the button’s OnClick event handler executes when the user presses Enter.

Although an application can have more than one Default button, the form calls the OnClick event handler only for the
first visible button in the tab order. Moreover, any button that has focus becomes the Default button temporarily;
hence, if the user selects another button before pressing Enter, the selected button’s OnClick event handler

executes instead.



Enabled Property

Controls whether the control responds to mouse and keyboard.

Description

Use Enabled to change the availability of the control to the user. To disable a control, set Enabled to false. Disabled
controls appear dimmed. If Enabled is false, the control ignores mouse and keyboard.



Flat Property

Determines whether the button has a 3D border that provides a raised or lowered look.

Description

Set Flat to true to remove the raised border when the button is unselected and the lowered border when the button
is clicked or selected. When Flat is true, use separate bitmaps for the different button states to provide visual

feedback to the user about the button state.



Font Property

Controls the attributes of text written on or in the control.



FontHovered Property

Controls the attributes of text of the TLink when the mouse pointer is moving over the control.



FormStyle Property

Determines the form’s style.
Description

FormStyle consists of the following values.

Value Meaning
fsNormal The form is neither an MDI parent window nor an MDI child window.
fsMDIChild The form is an MDI child window.
fsMDIForm The form is an MDI parent window.
This form remains on top of the desktop and of other forms in the project, except any others that also have
fsStayOnTop FormStyle set to fsStayOnTop. If one fsStayOnTop form launches another, neither form will consistently remain
on top.




Glyph Property

Specifies the bitmap that appears on the speed button.
Description

Set Glyph to a bitmap object that contains the image that should appear on the face of the button. Bring up the Open
dialog box from the Object Inspector to choose a bitmap file (with a .BMP extension).

Glyph can provide up to four images within a single bitmap. All images must be the same size and next to each other
in a horizontal row. TSpeedButton displays one of these images depending on the state of the button.

Image Button Description
position state P

First U This image appears when the button is unselected. If no other images exist in the bitmap, this

p image is used for all states.
Second Disabled This image usually appears dimmed to indicate that the button can't be selected.
. . This image appears when the button is clicked. If Grouplndex is O, the Up image reappears when
Third Clicked
the user releases the mouse button.
Fourth Down This image appears when the button stays down indicating that it remains selected.

If only one image is present, TSpeedButton attempts to represent the other states by altering the image slightly for
each state, although the Down state is always the same as the Up state.

If the bitmap contains multiple images, specify the number of images in the bitmap with the NumGlyphs property.

Note: The lower left pixel of the bitmap is reserved for the “transparent” color. Any pixel in the bitmap that matches
the lower left pixel will be transparent.



Height Property

Specifies the vertical size of the control in pixels.



Hint Property

Contains the text string that can appear when the user moves the mouse over the control.
Description

Use the Hint property to provide a string of help text either as a Help Hint, or as help text on a particular location
such as a status bar.

A Help Hint is a box containing help text that appears for a control when the user moves the mouse pointer over the
control and pauses momentarily. To set up Help Hints:

- Specify the Hint property of each control for which a Help Hint should appear
- Set the ShowHint property of each appropriate control to true and set the ShowHint property of the form to true.

Note: If the application's ShowHint property is false, the Help Hint does not appear.



HorzScrollBar Property

Represents the horizontal scroll bar for the scrolling windowed control.



Layout Property

Specifies the vertical placement of the text within the label.

Description
Set Layout to specify how the text of the label is placed within the ClientRect of the label control. Layout is the

vertical analog to the Alignment property.



Left Property

Specifies the horizontal coordinate of the left edge of a component relative to its parent.



Lines Property

Contains the individual lines of text in the memo control.

Description

Use Lines to manipulate text in an memo control on a line-by-line basis.



Margin Property

Specifies the number of pixels between the edge of the button and the image or caption drawn on its surface.
Description

Use Margin to specify the indentation of the image specified by the Glyph property or the text specified by the
Caption property. The edges that Margin separates depends on the Layout property. If Layout is blGlyphLeft, the
margin appears between the left edge of the image or caption and the left edge of the button. If Layout is
biGlyphRight, the margin separates the right edges. If Layout is blGlyphTop, the margin separates the top edges, and
if Layout is bIGlyphBottom, the margin separates the bottom edges.

If Margin is —1, the image or text is centered on the button.



MaxLength Property

Specifies the maximum number of characters the user can enter into the edit control.

Description

Use MaxLength to limit the number of characters that can be entered into the edit control. A value of -1 indicates that
there is no application-defined limit on the length.

Use MaxLength to limit the length of the text in an edit control if that text will be copied into a fixed-length buffer.

Note: Setting MaxLength to a value less than the number of characters currently in the edit control causes the edit
control to truncate its text to MaxLength characters.



Name Property

Specifies the name of the control.

Description

Use the Name property to assign a new name to the control or to find out what the name of the control is. Property
is informative, it does not affect on workability.



NumGlyphs Property

Specifies the number of images included in the Glyph property.

Description

Set NumGlyphs to the number of images provided by the bitmap assigned to the Glyph property. All images must be
the same size and next to each other in a row. The Glyph property can provide up to four images.



PasswordChar Property

Indicates the character, if any, to display in place of the actual characters typed in the control.

Description

Use the PasswordChar property to create an edit control that displays a special character in place of any entered
text. If PasswordChar is set to the null character (ANSI character zero), the edit control displays its text normally. If
PasswordChar is any other character, the edit control displays PasswordChar in place of each character typed.
PasswordChar affects the appearance of the edit control only. The value of the Text property reflects the actual
characters that are typed.



Pen Property

Specifies the pen used to outline the shape control.



Picture Property

Specifies the image that appears on the image control.



Position Property

Represents the size and placement of the form.



Proportional Property

Indicates whether the image should be changed, without distortion, so that it fits the bounds of the image control.

Description

Set Proportional to true to ensure that the image can be fully displayed in the image control without any distortion
such as occurs with the Stretch property. When Proportional is true, images that are too large to fit in the image
control are scaled down (while maintaining the same aspect ratio) until they fit in the image control. Images that are
too small are displayed normally. That is, Proportional can reduce the magnification of the image, but does not
increase it.

When the image control resizes, the image resizes also.

To resize the image so that it fits exactly in the image control, even if that causes distortion, use the Stretch property
instead.

To resize the control to the image rather than resizing the image to the control, use the AutoSize property instead.
The default value for Proportional is false.

Note: Proportional has no effect if the Picture property contains an icon.



ReadOnly Property

Determines whether the user can change the text of the edit control.

Description

To restrict the edit control to display only, set the ReadOnly property to true. Set ReadOnly to false to allow the
contents of the edit control to be edited.



ScrollBars Property

Determines whether the control has scroll bars.

Description

ScrollBars can take one of the following values:

Value

Meaning

ssNone

The control has no scroll bars.

ssHorizontal

The control has a single scroll bar on the bottom edge.

ssVertical

The control has a single scroll bar on the right edge.

ssBoth

Horizontal scrollbar that appears as-needed.




Shape Property

Determines the shape of the bevel.
Description

Set Shape to specify whether the bevel appears as a line, box, frame, or space. For shapes that can appear either
raised or lowered, the Style property indicates which effect is used.

The default value for Shape is bsBox.

Value Meaning
bsBox The entire client area appears raised or lowered.
bsFrame The client area is outlined by a raised or lowered frame.
bsTopLine The bevel displays a line at the top of the client area.
bsBottomLine The bevel displays a line at the bottom of the client area.
bsLeftLine The bevel displays a line at the left side of the client area.
bsRightLine The bevel displays a line at the right side of the client area.
bsSpacer The bevel is an empty space.




ShowCopyButton Property

Allows to show a Copy to Clipboard button near with the edit control and associated with it.

Description

This property could be, for example, used to copy shown Hardware ID from control to clipboard.



ShowHint Property

Determines whether the control displays a Help Hint when the mouse pointer rests momentarily on the control.

Description

The Help Hint is the value of the Hint property, which is displayed in a box just beneath the control. Use ShowHint to
determine whether a Help Hint appears for the control.

To enable Help Hint for a particular control, the application ShowHint property must be true.



ShowPasteButton Property

Allows to show a Paste from Clipboard button near with the edit control and associated with it.

Description

This property could be, for example, used to paste registration name or key to the control from clipboard.



Spacing Property

Determines where the image and text appear on a speed button.
Description

Set Spacing to the number of pixels that should appear between the image specified in the Glyph property and the
text specified in the Caption property.

If Spacing is a positive number, its value is the number of pixels between the image and text. If Spacing is 0O, the
image and text appear flush with each other. If Spacing is -1, the text appears centered between the image and the
button edge.



Stretch Property

Indicates whether the image should be changed so that it exactly fits the bounds of the image control.

Description

Set Stretch to true to cause the image to assume the size and shape of the image control. When the image control
resizes, the image resizes also. Stretch resizes the height and width of the image independently. Thus, unlike a
simple change in magnification, Stretch can distort the image if the image control is not the same shape as the image.

To resize the control to the image rather than resizing the image to the control, use the AutoSize property instead.



Style Property

Determines whether the bevel appears raised or lowered.
Description

Set Style to indicate whether the bevel should create a raised or a lowered effect. When the Shape property is
bsBox, the entire client area appears raised or lowered. For all other values of Shape, the bevel displays a raised or
lowered line along the edge or edges of the client area. The default value of Style is bsLowered.

Value Meaning

bsLowered The bevel is lowered.

bsRaised The bevel is raised.




TabOrder Property

Indicates the position of the control in its parent's tab order.
Description

TabOrder is the order in which child windows are visited when the user presses the Tab key. The control with the
TabOrder value of O is the control that has the focus when the form first appears.

Initially, the tab order is always the order in which the controls were added to the form. The first control added to the
form has a TabOrder value of 0, the second is 1, the third is 2, and so on. Change this by changing the TabOrder

property.

Each control has a unique tab-order value within its parent. If you change the TabOrder property value of one control
to be the same as the value of a second control, the TabOrder value for all the other controls changes. For example,
suppose a control is sixth in the tab order. If you change the control's TabOrder property value to 3 (making the
control fourth in the tab order), the control that was originally fourth in the tab order now becomes fifth, and the
control that was fifth becomes sixth.

Assigning TabOrder a value greater than the number of controls contained in the parent control moves the control to
the end of the tab order. The control does not take on the assigned value of TabOrder, but instead is given the
number that assures the control is the last in the tab order.

Note: TabOrder is meaningful only if the TabStop property is true and if the control has a parent. (The TabOrder
property of a form is not used unless the form is the child of another form.) A control with a TabOrder of -1 has no
parent, and therefore cannot be reached by pressing the Tab key. To remove a parented control from the Tab order,
set its TabStop property to false.



TabStop Property

Determines if the user can tab to a control.
Description
Use the TabStop to allow or disallow access to the control using the Tab key.

If TabStop is true, the control is in the tab order. If TabStop is false, the control is not in the tab order and the user
can't press the Tab key to move to the control.

Note: TabStop is not meaningful for a form unless the form assigns another form to be its parent.



Top Property

Specifies the Y coordinate of the top left corner of a control, relative to its parent or containing control in pixels.



Transparent Property

Specifies whether the background of the control obscures objects below the control object.
Description

Set Transparent to true to allow objects behind the control object to show through the background of the control.
Set Transparent to false to make the background of the control opaque.



TransparentColor Property

Specifies whether a color on the form appears transparent.
Description

Use TransparentColor to indicate that one of the colors on the form should be treated as transparent, allowing
windows behind the form to completely show through. The TransparentColorValue property indicates the color that
appears completely transparent.

Note: To make the entire form transparent, or to make it translucent rather than transparent, use the AlphaBlend
and AlphaBlendValue properties.



TransparentColorValue Property

Indicates the color on the form that appears transparent when TransparentColor is true.

Description

Use TransparentColorValue to indicate the color that appears transparent when the TransparentColor property is
true.



Url Property

Specifies the Url that will be opened on OnClick action.

Description

Url property can open not only the browser window but also a default email client and some other files. For example:
url http://enigmaprotector.com/ opens a browser window with the current address,

url mailto:support@enigmaprotector.com opens a default email client with the offer to create email for
support@enigmaprotector.com

url License.txt opens a Windows notepad with the License.txt file.



VertScrollBar Property

Represents the vertical scroll bar for the scrolling windowed control.



Visible Property

Determines whether the component appears onscreen.



WantReturns Property

Determines whether the user can insert return characters into the text.
Description

Set WantReturns to true to allow users to enter return characters into the text. Set WantReturns to false to allow
the form to handle return characters instead.

For example, in a form with a default button (such as an OK button) and a memo control, if WantReturns is false,
pressing Enter chooses the default button. If WantReturns is true, pressing Enter inserts a return character in the
text.

Note: If WantReturns is false, users can still enter return characters into the text by pressing Ctrl+Enter.



Width Property

Specifies the horizontal size of the control or form in pixels.



WindowsState Property

Represents how the form appears on the screen.

Description

Window State describes the state of a form window. The following table lists the possible values:

Value Meaning

wsNormal The form is in its normal state (that is, neither minimized nor maximized).
wsMinimized

The form is minimized.

wsMaximized The form is maximized.




WordWrap Property

Specifies whether the button text wraps to fit the width of the control.
Description

Set WordWrap to true to allow the label to display multiple line of text. When WordWrap is true, text that is too wide
for the control wraps at the right margin.

Set WordWrap to false to limit the label to a single line. When WordWrap is false, text that is too wide for the label
appears truncated.



TBevel

Use TBevel to create beveled boxes, frames, or lines. The bevel can appear raised or lowered.
Properties

v Align

1 Anchors

1 Constraints
1 Cursor

1 Height

1 Hint

1 Left

1 Name

1 Shape

1 ShowHint
1 Style

1 Top

1 Visible

1 Width



TButton

Use TButton to put a standard push button on a form. TButton may process such user actions like register, close
application and continue execution.

Properties

1 Anchors

1 BiDiMode

1 Cancel

1 Caption

1 ClickAction
1 Constraints
1 Cursor

1 Default

+ Enabled

1 Font

1 Height

1 Hint

1 Left

1 Name

1 ShowHint
1 TabOrder
1 TabStop

1 Top

1 Visible

1 Width

1+ WordWrap



TEdit

Use a TEdit object to put a standard Windows edit control on a form. Edit controls are used to retrieve text that
users type. Edit controls can also display text to the user. Edit may contain Hardware ID string or custom string,
allows to enter registration name and key.

Properties

1 Align

1 Anchors

1 BevelEdges
1 Bevellnner
1 BevelKind

1 BevelOuter
1 Bevelwidth
1 BiDiMode

1 BorderStyle
1 CharCase

1 Color

1 Constraints
1 Content

1 CtI3D

1 Cursor

+ Enabled

1 Font

1 Height

1 Hint

1 Left

1 MaxLength
1 Name

1 PasswordChar
1 ReadOnly

1+ ShowCopyButton
1 ShowHint

1 ShowPasteButton
1 TabOrder

1 TabStop

1 Top

1 Visible

1 Width



TForm

TForm represents the main registration window.

I e — |E|!--.E!-‘
@y SchAppName® SeAppVers% Registration Dialog — i
Hardware 1D
Reqistration Information
M arne
| | T } =
i
| ke
|
| =
|
|
|
PSP

Properties

AlphaBlend
AlphaBlendValue
BiDiMode
Borderlcons
BorderStyle
BorderWidth
Caption
ClickAction
ClientHeight
Clientwidth
CloseAction
Color
Constraints
CtI3D

Cursor
Enabled

Font
FormsStyle
Height

Hint
HorzScrollBar
Left

Name
Position
ShowHint
Top
TransparentColor
TransparentColorValue
VertScrollBar
Width
Window State



TGroupBox

Application Infarmatian

The TGroupBox component represents a standard Windows group box, used to group related controls on a form.
Properties

v Align

1 Anchors

1 BiDiMode
1 Caption

1 Color

1 Constraints
1 CtI3D

1 Cursor

+ Enabled

1 Font

1 Height

1 Hint

1 Left

1+ Name

1 ShowHint
1 TabOrder
1 TabStop

1 Top

1 Visible

1 Width



TImage

Use TImage to display a graphical image on a form.
Properties

v Align

1 Anchors

1 AutoSize

1 Center

1 Constraints
1 Cursor

1 Enabled

1 Height

1 Hint

1 Left

1 Name

1 Picture

1 Proportional
1 ShowHint

1 Stretch

1 Top

1 Transparent
1 Visible

1 Width



TLabel

Use TLabel to add text that the user can’t edit to a form.
Properties

1 Align

1 Alignment
1 Anchors

1 AutoSize

1 BiDiMode

1 Caption

1 Color

1 Constraints
1 Cursor

1 Enabled

1 Font

1 Height

1 Hint

1 Layout

1 Left

1+ Name

1 ShowHint

1 Top

1 Transparent
1 Visible

1 Width

1+ WordWrap



TLink

b b T e o e o s R i A e

Use TLabel to a hyper link to the form that will be able to open an url in the browser, open default email client, open
some external file.

Properties

1 Align

1 Alignment

1 Anchors

1 AutoSize

1 BiDiMode

1 Caption

1 Color

1 Constraints
1 Cursor

1 Enabled

1 Font

1 FontHovered
1 Height

1 Hint

i+ Layout

1 Left

1 Name

1 ShowHint

1 Top

1 Transparent
v Url

1 Visible

+ Width

1 WordWrap



TMemo
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Use TMemo to put a standard Windows multiline edit control on a form. Multiline edit boxes allow the user to enter
more than one line of text. They are appropriate for representing lengthy information. Memo may contain Hardware
ID string or custom string, allows to enter registration name and key.

Properties

v Align

1 Alignment

1 Anchors

1 BevelEdges
1 Bevellnner

1 BevelKind

1 BevelOuter
1 BiDiMode

1 BorderStyle
1 Color

1 Constraints

1 Content

1 CtI3D

1 Cursor

1 Enabled

1 Font

1 Height

1 Hint

1 Left

1 Lines

1 MaxLength
1 Name

1+ ReadOnly

1 ScrollBars

1 ShowCopyButton
1 ShowHint

1 ShowPasteButton
1 TabOrder

1 TabStop

1 Top

1 Visible

1 WantReturns

+ Width

1+ WordWrap



TPanel

Use TPanel to put an empty panel on a form.
Properties

1 Align

1 Alignment

1 Anchors

1 BevelEdges
1 Bevellnner
1 BevelKind

1 BevelOuter
1 Bevelwidth
1 BiDiMode

1 BorderStyle
1 BorderWidth
1 Caption

1 Color

1 Constraints
1 CtI3D

1 Cursor

1 Enabled

1 Font

1 Height

1 Hint

1 Left

1+ Name

1 ShowHint

1 TabOrder

1 TabStop

1 Top

1 Visible

1 Width



TShape

Add a TShape object to a form to draw a simple geometric shape on the form.
Properties

1 Align

1 Anchors

1 Brush

1 Constraints
1 Cursor

+ Enabled

1 Height

1 Hint

1 Left

1+ Name

1 Pen

1 Shape

1 ShowHint
1 Top

1 Visible

1 Width



TSpeedButton

TSpeedButton is almost same TButton control but allows to add an image onto the button.
Properties

1 Anchors

1 BiDiMode

1 Caption

1 ClickAction
1 Constraints
1 Cursor

1 Enabled

1 Flat

1 Font

1 Glyph

1 Height

1 Hint

1 Layout

1 Left

1 Margin

1 Name

1 NumGlyphs
1 ShowHint
1 Spacing

1 Top

1 Visible

1 Width



Registration Dialog Designer

The Registration Dialog Designer allows to desing a custom registration dialog, apply own styles and window controls con
are able to put own controls on the form and define registration events. Registration dialog designer contains 3 forms:

Components Palette

Contains a set of available components that you can put on the registration form. Main menu of the form allows to shc
and Designed Form. Description of components' properties see below. To place component on the registration form clic
component on the Component Palette and then click on the Registration Form to put component at necessary position.

File Edit View

B

mﬁgﬁmﬂﬁEﬁDD

There are following controls available:
1 TForm - the registration form itself;
TEdit control allows to enter registration name and key, show a hardware id or contain any user text;

TLabel control allows to show any text;

i >

TMemo control is very similar to TEdit control but may have multiple lines of the text;

[

1 TGroupBox control allows to group few controls on the form and also may contain a header text;

' TButton is a push button control that allows manage users actions like registering, closing application or cont

[

1 == TSpeedButton control is very similar to TButton, but also may contain an image;

>

1+ = TLink control allows to open a browser window, default email client, open some text file in the e
open/executed any other file;

TImage control allows to draw a simple geometric shape on the form;

TShape control allows to place an image to the form;

O% L

1+ — TBevel control allows to create beveled boxes, frames, or lines;

1 D TPanel control allows to put an empty panel on a form. Panels have properties for providing a beveled
control, as well as methods to help manage the placement of child controls embedded in the panel;

File menu

Load from File...

Save to File...

Exit

1 Load from File - allows to load registration form from external file;
1 Save to File - allows to save current registration form to external file;
1 Exit - exit designer;

Edit menu

Cut Shift+Del
Copy Ctrl+Ins
Paste Shift+Ins



1 Copy - copy selected control(s) to clipboard;

1 Paste - paste copied/cutted control(s) from clipboard to form;
1 Delete - delete selected control(s) from the form;

1 Select All - select all control(s) on the form;

1 Bring to Front - bring selected control(s) to the front;

1 Send to Back - send selected control(s) to the back;

1 Aligb to Grid - align selected control(s) to the grid;

View menu

Object Inspector

Designed Form

1 Object Inspector - show Object Inspector;
1 Designed Form - show designing registration form;

Registration Form

This is a form that will be shown to the users to allow enter registration information. Click onto the necessary compone
this form and it's properpies will be shown in the Object Inspector. To delete component from the form click right m
component and choose Delete item in the appeared popup menu, or click Del button (Note: registration form could not be

Gy AppName%: %AppVers® Registration Dialog | == |ﬂ3-]

Hardware ID

Ee
Registration Information

M ame

K.en

Right mouse click shows registration form popup menu.

Cut Shift+Del
Copy Ctrl+Ins
Paste Shift+Ins
Delete Drel
Select 4ll

Bring to Front
Send to Back

Align to Grid

1 Cut - cut selected control(s) to clipboard;
1 Copy - copy selected control(s) to clipboard;
1 Paste - paste copied/cutted control(s) from clipboard to form;



Object Inspector
IEHegistratinnFDrm: TRedqistrationFarm v]
| AlphaBlend |False x| -
AlphaBlendyalue | 255 F
BiDitdode | bl eftT aRight
BBorderlcons | [biSystemtdenu b, .
Borderstyle bs3izeable
Borderwidth |0
Caption | #AppMame A,
LlickAction  caMone E
ClientHeight 264
Clientw/idth 1438
CloseAction | caMone
Colar OclBtrFace
BlConshraints | [TSizeConstraints]
CH3D | True
Cursor | cilrefault =
Enabled | True
B Fant |[TFart]
FarmStyle | fsMormal
Height 402
Hint s .
EHorzscrolBar | [TContalscrollBar]
| =ft AR

Click here to view TForm properties;

i
A

Click here to view TEdit properties;

Click here to view TLabel properties;
Click here to view TMemo properties;

[J Click here to view TGroupBox properties;

Click here to view TButton properties;

Click here to view TSpeedButton properties;

ﬂ Click here to view TLink properties;

d

¢
.

— Click here to view TBevel properties;

Click here to view TImage properties;

Click here to view TShape properties;

D Click here to view TPanel properties;
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Terminate Execution - if this option is enabled, Enigma Protector will terminate execution of the protected file if
virtualization tools had been found. It is recommended to uncheck this option if you plan to use Enigma API function
EP_CheckupVirtualizationTools.
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Resources Protection

Select resources protection type
Frotect all resources
Frotect all resources, except icon

@) Protect all resources, except icon and verzion

Resources Protection allows to select types of resources in the executable file that will be protected. All resources in
the file are being protected by default, but there you can enable/disable additional protection of ICON and VERSION
resources.

1 Protect all resources - all resources in the file will be protected;
1 Protect all resources, except icon - do not protect ICON resources. Almost all executable files contain an
ICON resources, default icon is displaied with the file is shown in the file explorer. Note, if the "Protect all

resources" option is enabled, the default Windows icon — will be shown for this file in explorer.
1 Protect all resources, except icon and version - disables protection of ICON and VERSION resources. Note, if

any of two above options are enabled that means VERSION resources are protected, then the file
version/information will not be shown in the properties dialog. Current option is recommended for most files.

Use first two options only if you exactly need protection of ICON and VERSION resources.

Note, following resources are not being protected also: STRINGS, MANIFEST, 'TYPELIB', 'REGISTRY".



EP_ProtectedStringByKey.

# w |1D EH String Data

1 gﬂk 1 QRG0S The Enigma Protector

2 gﬂk 2 ¥0Gnry?E  License build

] %r 3 A AlweLO hittg: Senigmaprotector.com/!
L | >

2=
Enigma Protector
Enigma API EP_ProtectedStringByID

/ /
1 ID -
1 Key -
ID Key Enigma Protector
ID Key
ID EP_ProtectedStringByID API EP_ProtectedStringByKey Key
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DLL/OCX
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Warning: it is not recommended to use Virtual Box feature for protecting of Dynamic Link Libraries (DLL) files. Only
DLLs that are calling once at main executable file start and never freed while application is working can be protected
with Virtual Box. DLL files that are being called/freed multiple times per one session should not use Virtual Box,
because it may cause application crash.

- Enigma

- "Always Write to Disk " "Write if not Present

“Del”



¥irtual File Edit Dialog

File Path |::'\D|:u:uments and 5 ettingzAdministrator B E 4 MG 35.ipg| | Browse. .. |

Yirtual Path

ZDEFAULT FOLDERZNMGT35.pg |

Froperties

[ ] Reqister az Activer [COMM] component
Yirtualization kethod | Meser Wit to Disk, w |

] Owenwite File TimeDate |':'E3'I B | | 2010- 316 |
(] Dwenarite File Attibutes | |

- ““Browse 7z

1 %DEFAULT FOLDER% -

1 %SYSTEM FOLDER% - Windows System32 (WinNt)  System (Win9X)

1 %WINDOWS FOLDER% - Windows

1 %My Documents FOLDER% - “* 7z

1 %Program Files FOLDER% - “* 7z

1 %Program Files\Common FOLDER%o - “© 77 ““Common” ““Program Files\Common folder”
1 %AllUsers\Documents FOLDER% - ““All Users\Documents folder”

1 %History FOLDER% - ““ 7z

1 %Cookies FOLDER% - ““Cookies”

1 %wlInternetCache FOLDER% - ““Internet”

1 %DEFAULT FOLDER%\mydll.dll ““mydlIl.dll”

1 %DEFAULT FOLDER%\data\intro.avi ““data”

1 %SYSTEM FOLDER%o\key.dat ““key.dat” ““c:\Windows\System32
\

1 C:\myfile.key C myfile .key

ActiveX COM - Enigma ActiveX COM

1 Never Write to Disk-
1 Always Write to Disk -
1 Write if not Present -

Overwrite File Date/Time - /

Overwrite File Attributes - / / /



Virtual Machine

Virtual Machine is a modern virtualization technology that allows to protect parts of the assembler sourse code of
your module. Main idea of virtualization is converting original assembler code (which is well known for reverse
engineers) to the PCODE - special programming language known only for Enigma Protector. When protected
application requires to run virtualized code, the PCODE will be run on the internal Virtual Processor. Virtual Machine is
very useful feature that allows to make reverse engineering/ analysing of the protected module very complex, our
recommendation - using virtualization technology as much as possible. Also, note that not all code parts/functions
should be virtualized. If the part of code or function executes too much times, it is not recommended to virtualize it,
otherwise it slows down the work of your application and increase CPU loading. The better places for virtualization
are parts of verifying registration code, trial control routines, cryptographic algorithms, in short, all the weak places
that should not be reversed/cracked/analysed.

There are few ways the virtualization technology could be implemented:

1+ by means VM Markers. If you are software developer, have the sources code of your application and is able
to compile it, then the VM Markers is the better and recommended way to apply virtualization;

1 by using MAP file (MAP file - contains a list of functions with their addresses, it has same name as an input
file choosen on Input Panel but have a .map extension. MAP file allows accurate analysing of the input file),
selecting necessary functions. This is also a choice for software developers who are able to compile modules
and generate MAP files. To learn more how to create MAP files for different development IDEs, see Making Of
the Map File. Note, MAP file should be placed in the same folder with an input file and it should have same
time span as an input file name. See Functions Selecting;

1 third way, if you are not software developer and can't use two above methods then you may simply click
Select Functions button and Enigma Protector will try to analyse the input file and find all functions that are
possible to virtualize. Remember, this way is not so stable as a two previous, so you have double check
workability of the protected modules. See Functions Selecting.

Limitations:

1 Virtual Machine does not work with any kind of .NET files, either exe or dll files;

1 if the part of code/functions selected for virtualization contains any Markers inside, the workability of the
marker will be lost, the code inside marker will be just executed;

1+ for Delphi developers, the MAP file compiled with Delphi may contain a set of functions with the same names
but different addresses. Enigma Protectors stores selected functions by the name in the project file. After
loading of project file, the only first appeared function with necessary name will be selected;

Follow the links below for more information.

1 File Entry Point
1 Functions Selecting



File Entry Point

[¥] Enable virualization of file entry point

File Entry Point is a special function, starting with that the execution of any executable file begins. The file entry point
function runs only one time per execution before any other code is executed.

Enable virtualization of file entry point - enables virtualization of file entry point. It is always recommended to use this
feature.



Functions Selecting

Functions selecting

[ Select functions J

Function Mame i
1 GetStdHandle
2 Raizek woeption
3 Rtllrumind
4 UnhandledE xceptionFilter
5 ‘wiriteFile
E Chartext
¥ CreateThread
2 ExitThread
9 ExitProcess
10 MeszageBox
11 FindCloze
12 FindFirstFile
13 Freelibrary
14 GetCormmandLine
15 GetCurrentDirectary
16 GetlagtErmor
17 Getlocalelnfo
18 GetModuleFileM ame
19 GetModuleHandle
20 GetProcAddress
21 GetStartuplnfo
22 GetThreadlocals e

m

There is shown a list of functions names selected for virtualization. To change the list, click Select Functions button.
The below windows with the possibility to select functions should appear. Note, if you have a MAP file for the Input
file then the list of functions will be shown, otherwise, Enigma will try to analyse file itself and the functions names
will be represented with their addresses.

Selecting Functions



Virtual Machine Functions Selecting @

Functions Selecting | Accurate Selecting I Sirulating

# Function M arne Virtual Address i
J| B2 Decommit 0x00401 880 L
Il
[¥] B3 GetCommitted 0x00401330
[7] &4 GetCommitteddt 0x0040713C0
G5 FreeCarnmitted =004 AE 4
[l
[¥] BB [nit&llocatar 0=00401B70
B ninikdllocator Dx00401C34
[¥]
B2 DeleteFres 0=004010714
Fl |ES FindCammitted 0004075
& 7O FilBeforeGap Ox00407100a3
F T InternalF reet emn 0x00401008
V] 72 FillsfterGap Ox00401DFC
73 FillerSizeB efareG ap 0=00401E24
4 FillerSizedfterGap 0=00401E94
fis D ecommitFree O«00401ECC
[l
Fi= InzertFree Dx00401FFC
[
& 77 FreeCurdlioc 000402004
] 78 MergeCommit 000402050
79 b @t mrenit e FI0A D200 he

function: "FindCommitted"
00401078 : mov edx, [0x9abg28] —
00401D7VE : jmp Ox401d90
00401080 : mov ecx, [edx+0x8]
Q0401083 : cmp eax, ecx
00401085 : jb Ox401d3e
00401087 : add ecx, [edx+0xc]
00401D8A cmp eax, ecx
QO40LDEC jb Ox40ldad —
00401DBE & mov edx, [edx]

00401090 ; cmp edx, 0x%abg2d

00401096 jnz 0x401d80
Ndnd NaR - mrv wnrd TNwaahs cR71 w3

*

m

| ok | [ Ccancel

Select necessary functions for virtualization by checking them out. The information field at the bottom shows
disassemble listing of selected function. For function coloring see below, Simulating topic. Right click on the list to
show a popup menu.

GoTo 3 First Selected

Select All Last Selected

Deselect All Previous Selected

Invert Selection Mext Selected
List Beginning
List End

1 Go To - First Selected - allows to scroll a list to the first checked function;
1 Go To - Last Selected - allows to scroll a list to the last checked function;
1+ Go To - Previous Selected - selectes the previous checked function;

1 Go To - Next Selected - selectes the next checked function;

1 Go To - List Beginning - scrolls the list to the beginning;

1+ Go To - List End - scrolls the list to the end;

1 Select All - checks all functions in the list;

1 Deselect All - unchecks all functions in the list;

1 Invert Selection - checks unchecked and unchecks checked functions;



Accurate Selecting

Virtual Machine Functions Selecting

# Function M arne Virtual Address 50
& B2 Decammit 0x00401880
[¥] B3 GetCommitted 0x00401330
V] E4 GetCormmittedat 0x004013C0
[#] £S5 FreeCommitted Ox004014E4
J| BB Initdllocatar 0x00401BF0
[#] 7 Urinitallocator Ox00401C34
[¥] E8 DeleteFres 0x00401014
@ &9 FindCommitted 0400401078
W 70 FilBeforeGap 0400401048
& 71 InternalFreetd em 0x00401008
V] 72 FillsfterGap 0x004010DFC
& 73 FillerSizeB efareG ap 0x00401E24
J| 74 FillerSizedfterG ap 0x00401ES4
] 75 DrecommitFree Ox00401ECC
& 76 InsertFree 0x00401F7C
& 77 FreeCurdllac 0x00402004
& 78 M ergeCammit 0x00402050 T
El 7g Kl s ararait N4 200

Enter Filker E #preszzion

ThyClazs Apply
kultiple Select Show functions
@ Select Fromt: 0 Selected
Apply All
() Deselect To#: 200 [ Mot Selected ]
[ ] J | Cancel

Accurate selecting allows few tools for easier navigation through the list of functions and their selecting.

Enter Filter Expression - enter the text to sort selected functions. Only functions contained entered text will be shown
after Apply button click. This tool is very useful when only members of particular class should be selected, just enter

the class name, click Apply button and only members of this class will be shown.

Multiple Select - allows select and deselect a range of functions.

Show Functions - allows to show only Selected or Not Selected functions, or both.

Right click on the list to show a menu.

1 Go to Disassembly - allows quick navigation to Functions Selecting tab, for viewing disassemble listing of the

selected function

Simulating

Go to Disassembly




Virtual Machine Functions Selecting

| Functions Selecting | Accurate Selecting| Simulating |

# Function M ame Executions Count -
B2 Decormmit 15
B3 GetCommitted E9
B4 GetCommitteddt 2
[ FreeCommitted 1060
BB Initdllocatar ]
E7 Iririkéllocator 1] =
B3 DeleteFres 29647
B3 FindCornrnitted 1060
il FillBefarelap a5
71 InternalFreetdem 247
i FillsfterGap Irmpozgible ta Simulate
i3 FillerSizeBefarezap B3
74 FillerSizeAfterz ap 1
s DecommitFree 1060
i InzertFres 134082
I FreeCurtlloc 111
=] bd ergeCormmmit 1 L
74 B s Arrnit £9
Command line
-protect "'d:hprojectzhenigmamyproject. enigma'’
Functions selecting
Unzelect non used functions [ Apply | [ Start simulating I
Unzelect high used functions | Apply l | Stop simulating l

I k. l | Cancel |

E = = = ——

Simulating allows to estimate how many times selected functions are executing in your application. While simulating
Enigma Protector executes input file entered in Input Panel, inserts some counters into executed processes that
allows to count number of times particular function had been executed. Enigma Protector reads counters each second
while application is working.

Click Start Simulating button to start simulating process. To stop simulating close executed application or click Stop
Simulating button. If your application requires Command Line for some purposes, you enter this.

Note, this feature does not work with dll (COM/ActiveX etc) files, only exe files are supported.

After simulating you may uncheck highly used or unused functions. But, unselecting these functions is not a rule, just
an advice, if you think the functions should be virtualized, there is no difference how many times it had been
executed while simulating. Also note that virtualization of highly used functions may slows down work of your
application and increase CPU loading, and virtualization of non used functions may also be dangerous because there
is no way to check out workability selected functions after protection.

Functions coloring:

1 Gray color - Enigma Protector is not able to simulate execution of this function and know how many times it
had been executed, or, there still was not attempt to simulate;

1 Blue color - while last simulating the function was not executed;

1 Green color - the number of times the functions was executed while last simulating is above zero and below
the highly used value. Such functions are ideal for virtualization;

1 Yellow color - the number of executions of this functions is near to the highly used. You will have to check out
the working speed of your application after protection;

1 Red color - function is highly used, it is not recommended to select this function, because it will slow down
working speed of protected application.
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.. & =T
|:| checlremotedebuzze. .. Enigma anti—debugger plugin -
|:| closehandle. 411 Enigma anti-debugzzer plugin -
I:l debugobjects. d11 Enigma anti—debuzzer plugzin -
D emulatorsdetect. d11 Enigma anti—emulators plugin
D getstartupinfo. d11 Enigma anti-debuggzer plugin -
|:| hardwarebrealpoint. .. Enigma anti—debugger plugin -
|:| heapcheclk. 411 Enigma anti—debugzzer plugin -
|:| hidecurrentthread d11 Enigma hide process from deb:
|:| hidepraocess. d11 Enigma hide process plugin —
|:| int3, 411 Enigma anti-debugzzer plugin -
I:l intdcheclk 411 Enigma anti-brealpoints plugzi
D isdebugzerpreszent. d11  Enigma anti-debugger plugin -
D isdebugzerpreszentx. .. Enigma anti-debugger plugin -
|:| ntflags. 411 Enigma anti—debugzer plugin -
|:| ntforceflags. d11 Enigma anti—debugzzer plugin -
|:| ntglobalflag d11 Enigma anti—debugzzer plugin -
|:| ntqueryinformation... Enigma anti—debugger plugin -
|:| outputdebugzstring. d11  Enigma anti-debuzggzer plugin -
I:l sandboxiedetect. d11 Enigma Sandboxie Detect plugzi
D writeprocessmemory. .. Enigma anti-WriteFrocessMemor
Enigma Protector Enigma Protector
Plugin Enigma Protector\Plugins\
Enigma Protector
SDK
DLL MS C++, Borland C++, MASM, Delphi
.NET DLL
DLL
Enigma_ Plugin_About - wide char (UNICODE) “ 7z
Enigma_Plugin_Description - wide char (UNICODE)

Enigma_Plugin_OnlInit -

Enigma_Plugin_OnFinal -

Enigma_Plugin_OnSaveKey - function is calling when protected file is trying to save registration information. It can
be used to skip standard saving routine to allow more flexibility to save registration information. Function has 4
parameters, ARegName and ARegKey contain pointers to registration name and key buffers and ARegNameLen and
ARegKeylLen contain number of bytes of name and key buffers. Note, for handling of Wide Strings and UNICODE
registrtation scheme you should divide ARegNamelLen and ARegKeyLen values on 2 to get actual length of the string.
This function should return FALSE if it is not saved registration information (or it is not needed to save it) and TRUE if
function succeeded. Note, standard saving routine will not be called if this function returned TRUE.

Enigma_Plugin_OnLoadKey - function is calling when protected file is trying to load registration information. It can
be used to skip standard loading routine to allow more flexibility to load registration information. Function has 4
output parameters. ARegName and ARegKey after successful loading should contain pointers to the buffers of
registration name and key and ARegNamelLen and ARegKeyLen should contain number of bytes of name and key
buffers. Note, you have to allocate buffers for ARegName and ARegKey manually (somewhere in global space). For
handling of Wide Strings and UNICODE registrtation scheme you should multiply lengths of the strings on 2. This
function should return FALSE if it is not loaded registration information (or it is not needed to load it) and TRUE if
function succeeded. Note, standard loading routine will not be called if this function returned TRUE.
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¥izual Styles Common Controls W

FHREE
<%zml version="1. 0% encodine="UTF-%" standalone="res™ &
‘assembly
zmlns="urn: schemas—microsoft—com:asm. wi”
manifestfersion="1.0%%
Zassemblyldentity
rersion="1.0.0. 07
processorirchitecture="Hee"
name="Eni gma. aze”
trpe="winaz"™ f»
¢descriptionsThe Enigma Frotector</description’
“dependency >
<dependenth==semblr
Zassemblyldentity
trpe="winaz"
name="Microsoft. Rindows. Common—Cont ro;
rersion="g.0.0. 07 W

4 b

1 Visual Styles Common Controls manifest allows to enable graphical themes of Windows XP/Vista for the
protected file,

1 MS Visual Studio 2005/2008 manufest allows to check installation of Visual Studio 2005/2008 runtime
libraries,

1 Each manifest can be manually edited and may contain information about product developer, it's description,

1 Manifest may help to define that the protected file should be run under administrative priveleges and so on.

1 You may select own .manifest file that should be embeded into protected file.

The limitation there is only brain of developer!
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1 gih Warl “alicd registration key!
2 %* War? Imvalicd regiztration key!
3 gih War3 Pleaze restart application
N
/ / 255

Delphi

uses
W ndows;

function GetEnvVar(Nane : string) : String;
var
buf : array[O0..255] of char
begi n
Result :="";
i f (GetEnvironnent Vari abl e( pansi char (nane), @uf, sizeof(buf)) <> 0) then
Result := string(buf);
End;

/'l anot her way
uses

SysUils;

function GetEnvVar(Nane : string) : string;
begi n

Result := Get Envi ronnent Vari abl e( Nane) ;
end;

C++



Visual Basic

Publ i c Declare Function GetEnvironnmentVariable Lib "kernel 32.dlI 1" Alias "GetEnvironnentVari abl eA" (ByVal Nane

c# (.NET)

public class Eni gma_Environment Vari abl es

{
[DilInport("kernel 32")] public static extern int GetEnvironnentVariable(string | pNane, string | pBuffer, int
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Email

File Name field content

Description

http://www.mysite.com/

mailto:admin@mysite.com

License.txt

license.txt

.txt

Relative\Register.exe

Register.exe

.-\Register.exe

Register.exe

C:\Windows\Register.exe

¢ :\Windows

Register.exe
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#  x =E 1T
Encryption Key: 2F4FC2101 34EEEDBEE1 3300DE.
HKEY _CURRENT_USERISOF TWWiaREWafibyjehy

Yalue Mame: Eafeef
Walue Type: String

1 %F Fegistry

Encryption Keyw: E30481 057 3ECC4ATFSFI3258AE
2 gir File SeHistory FOLDER % \Eadoogadafod\Ghyheaghogh
Attributes: Mormal

( =10

>3 =

Enigma

-

Edit Tral Storage Parametar

S

[rata Encryption
Enter or Generate the key for data encryption 70967943301 D 26796 3809252

Trial Storage Svstem

Select the spztem where trial information will be stored
@ Beqgisty (71 File
Reqgisty Properties File Froperties

Fielative Registy Path [eq; SOFTYWATE YMyPorgram) f ive Fi h [eq:
SOFTwWARE \MySaftware kySaftwaresData

Walue Mame Parameter = [N ame file. kat

Walue Type [String vl = Aittnbutes Hidden

Base Registy Path | HKEY_CURRENT_USER v | 132 File Pt %My Documents FOLDER

Generate

Ok

I

Cancel

HKEY_CURRENT_USER



1 HKEY_LOCAL_MACHINE
1 HKEY_CLASSES_ROOT, HKEY_LOCAL_MACHINE, HKEY_USERS, HKEY_CURRENT_CONFIG

Value Name - name

Value Type -

Edit Trial Storage Parameter &J
[rata Encryption
Enter or Generate the key for data encryption F0967I43301 026738 38C9252 Generate
Trial Storage Svstem
Select the spztem where tnal infarmation will be stored
(71 Registy @ File
Reqgisty Properties File Froperties
HEEY_CURREMT_LUSER Base File Path [ZMy Documents FOLDERZE -
f e Hegizt Path [eg [T ESMuPare | Relative File Path [eg: D ataFolder]
SOFTwWARE \MyS aftware b ySaftwaresData
Farameter File: Marne filez. txt
Shing File Attributes Hidden E
Ok ] l Cancel ]

1 %My Documents FOLDER%, %Program Files FOLDER%, %Program Files\Common FOLDER%, %
AllUsers\Documents FOLDER%, %AllUsers\ApplicationData FOLDER%, %My Pictures FOLDER%, %History
FOLDER%, %Cookies FOLDER%, %lInternetCache FOLDER% Internet Explorer for
Windows 95, Windows 98, Windows NT 4.0 %DEFAULT FOLDER%o

1 %My Documents FOLDER%, %My Pictures FOLDER%, %History FOLDER%, %Cookies FOLDER%, %
InternetCache FOLDER% Windows

File Name -

File Attributes - / / /
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Albania

Alzeria
Argentina
Armenia
Australia
Austria

Arerbal jan
Bahrain

Belarus

Belzium

Belize

Bolivia

Brarzil

Brunei Darusszalam
Bulgaria
Cambodia

Canada

Central Afriecan Republic
Chad

Chile

Feople’ = Republic of China
Colombia

Cozta Rica
Croatia

Czech Republic
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Dominican Republic
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V| Check clock reversing

[ Do not check. clock reversing if registered

7] Uze pratection date to check users clock [be sure vour computer has valid datestime
= while pratection]

[¥] Show message before termination l Diesign message

Enigma Protector

Do not check clock reversing if registered - use this to disable checking of the user time when application is registered.
Please note, it is not recommnded to disable cloick reversing if the registration keys with (eg) expiration date are
using.

Use protection date to check users clock - if the option enabled, Enigma Protector will also check if the current date on

the user PC is not less then the date of protection. If the user PC date is less than date of protection then Enigma
thinks the clock are back reversed. Please note, be sure your system clock (and Time Zone information) are correct.
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HEENWT HEHRA :

Registration Eey Expiration Reminder |

A b e

@Eﬁbﬂ D e Tour registration key will expire in ¥laysToKeyExp¥% day:
=R Gl Fleaze contact to our support team to obtain new one!

P @ Use the link below to wisit our web site.

HE  OHER g i &
V] s
Oy Ok TR
|The Enigma Protector |
EOREEHE C 730 http: A Fwww. yoursite. comf )
|http:ffenigmaprntectnr. comf |
( T | [ &8 << | ([ ®m= | [ m#E |
TEERIETT
(I = B/REsh%MNe : B |
[ 1ZH ok i&Hig0edE (&b - ] |
EREETH  BUTE | [_=EEe ]

%App_Name%

%App_Vers%

%CU_EXTFILES%

%CU_EXECPR%

%CU_INSTSERV%

%CU_WINVER% Windows Windows

%CU_VIRTTOOLS%

%HardwarelD% ID

%RegName%

%0RegKey%o

%KeyExpYear%o Keys generator

%KeyExpMonth%

%KeyExpDay%o

%T rialExecsTotal%

%T rialExecsLeft%

%T rialDaysT otal%

%T rialDaysLeft%




%T rialExpY ear%o

%T rialExpMonth%o

%T rialExpDay %o

% T rialStartYear%o

%T rialStartMonth%o

%T rialStartDay%o

%T rialEndY ear%o

%T rialEndMonth%o

%T rialEndDay %

% T rialExecMinsTotal%

%T rialExec MinsLeft%

“OK/




MAP

MAP Enigma Protector Delphi Borland C++

MAP

Delphi up to version 7

Delphi 2007 and newer (2009, 2010)

Borland C++ Builder up to version 7

Microsoft Visual C++ up to 6.0

Microsoft Visual Studio 2003 and newer (2005, 2008)

Delphi MAP
1 Delphi
1 "Project” -> "Options" Shift+Ctrl+F11

Project Options for Project].exe >(

Directonies/ Conditionals I Yersion [nfo I Packages
Farms I Application I Compiler I Compiler Meszages I Linker

tain form: IF:::rm1

Auta-create forms:

Farm1 ¢

=

Axailable forms:

Ok

Cancel Help

1 "Linker" "Map File" "Delails"

MS Visual Studio



Projeckt Options for Projeckl.exe

Directories/ Conditionals I

Farmsz I Application I Compiler I Compiler Meszages

— Map file
i Off
{~ Segments
™ Publics

Yerzion [nfo Fackages

Linker

— Linker autput
{* Generate DCLs

i~ Generate C object files
{" Generate C++ object files
[T Include namespaces

[T Export all symbols

E+E and DLL options
[T Generate conzole application
[~ Include TD32 debug info

[T Include remate debug spmbals

— Memary zizes

bin stack size: |$EIEIEIEI4EIEIEI
bl aw stacksize: |$EIEI'I Q0000
Image base: |$E|EI4EIEIEIEIEI

— Description

EXE Description;

[T Default ] Cancel Help
1 .map .map
Delphi 2007
1 Delphi
1 "Project” -> "Options" Shift+Ctrl+F11 "Linker"
Detailed"
- & bl
@I Project Options for Projectl.exe - Base Configuration M
4 - Delphi Compiler ] ]
Compiing Build Configuration [& Base v] ’ Apply... ] ’ Save ]
i Hints and Warnings
- Linking C++Buider .hpp output directory’ e
4 -Respurce Compiler C++EU|Ider .obj output directory)
- Directories and Conditionals Debug informaton  |Fake
- Forms EXE DES”'F'UD” S |
il | i Application Generate consale appllcatln::n JFalse
- Version Info Image EESE /00400000
- Packages Indude remute debug symbn::ls g False L B |
4 - Debugger Linkeroutput  |GenerateDCUs
-~ Symbol Tables »Map fle ... |Detailed [
" Environment Block Mamrnum 513‘:“ S'ZE U 10-485?6 s
- Build Events Mlnlmum 513::‘.1 Slze 16 384
Setbase address for relocatabledd
SetextaPEHeaderflags o
Set extra F‘E Header aptmnal ﬁag o
Set DS 'I.-'ersmn ﬁelds in PE Headei 5.0
SEt 5“b53’5. "".I'"E ion R L
SEt LISEF H‘IE - nn ﬁ ds SRS RS—— | ..I.. S M SRS
[ Default [ Help
e A
1 .map .map

Borland C++ Builder

MAP

"Map fi



1 "Linker"

MS Visual C++

1 MS Visual C++

Project Options for Projeckl.exe

Pazcal I Linker I Advanced Linker I Directanes/Conditionalz
Yersion Info I Fackages I Tazm I CORBA I CodeGuard
Forms I Applicatian I Cormpiler I Advanced Compiler I C++
Main farm: IF:::rm'I LI
Auto-create forms: Axailable forms:;
Form1 <
>
4
i
r Defaull: 14 Cancel Help
"Map File" "Delails"

Project Options for Projeckl.exe

Yerzion Info I Fackages I Tazm I CORBA I CodeGuard
Farms I Applicatian I Compiler I Advanced Compiler I C++
Pascal Linker &dvanced Linker I Directories/Conditionals

— Linking — W arnings
¥ Create debug infarmation Al

v Usze dynamic BTL ¥ Selected Warrnings |

[T Usze debug libraries

[T Generate import librany [ FE file options

[T Generate lib file Min stack size: IM

[v Don't geg-erate state files it b IW
= j Min heap size: [0<00001000

~ S Max heap size: IW

" O Image baze: IW

" Segments
] Subsyztem major; |4 =
[T Show mangled names Subsyztern minar; ||:| =

[ Drefault ak. Carcel | Help

.map

MAP

1 "Project" -> "Settings" Alt+F7

.map



b

General | Debug | C/C++ | Link, | Hesnurcg EE

Microzoft Foundation Clazses:

— Output directories

Intermediate files:
ID ebug

Cutput files:
ID ebug

[T Allow per-configuration dependencies

k. I Cancel

"Link" "Category" -

"Debug

Gereral | Debug | C/AC++ | Link | Hesnurcé EE

Category et |
b apfile name; [ Generate mapfile
— Debug Infao

v Diebug info ¥ Separate lypes

i Wicrozoft format
" COFF format
" Both formats

Project Options:

kernel32.ib uzerd2 lib gdid2 lib winzpoal lib
comdig3z. ib advapi32 lib thel32.lib ole32 lib
oleaut32 lib uwid. ib odbe32 b odbocp32.lib Anologo

(<[>

k. I Cancel |

"Generate mapfile"




?]x]
Settings For: |Win32 Debug ;i General | Debug | C/C++  Link | Hesnurc{ EE

Category: | Debug _-vJ Beset |

M apfile name:

ID ebug/test. map

— Debug Infa
v Debuginfo ¥ Separate types
¢ Microsoft format

£ COFF format
" Both formats

Froject Ophions:

kermel32.lib uzerdZ lib gdid2 lib winzpool lib
comdlg32. b advapi32 b shell32.lib ole32. lib
aleaut32 lib uuid.lib odbc32 lib odbocp32 ik Anologo

k. I Cancel |

(<[>

MS Visual Studio 2003

1 MS Visual C++
1 Project - Properties
1 Configuration Properties - Linker - Debugging
project propery g N -l
Configuration: ’Acth.rel[[}ebug} v] Platform: ’Acth.re[WinBZ] T] ’ Configuration Manager... ]
= Common Properties - Generate Debug Info Yes (/DEBUG)
El Configuration Properties B Generate Program Database File S(TargetDir)§(Targethame).pdb
- General Strip Private Symbels
- Debugging Cenesichopric [P =
G- GG+ Map File Mame
- Linker Map Exports Mo
“Fenew) Debuggable Assemnbly Mo Debuggable attribute emitted
- Input
- Manifest File
- Debugging
. System =
- Optimization
- Embedded IDL
- Bdvanced
- Command Line
- Manifest Tool
+- Resources
- XML Document Genera
#- Browse Information
I - Build Events | | Generate Map File
| #- Custom Build Step Enables generation of map file during linking.  {/MAP)
N — |
| ok || cancel || Apply
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Enigma Protector Windows 32/64 PE *.exe, *.dll, *.ocx, *.scr
Win32/Win64 C++, Delphi, MASM, Visual Basic, Free Pascal, FoxPro, Power Basic, TASM



Work with command line
Enigma Protector can be used to protect files through the command line. Command line version enigma32.exe or
enigma64.exe is located in the installation folder.

1 To load project file into Enigma Protector: Enigma.exe Project.enigma
1 To start protection use console version:

Version Example

Enigma Protector x86 (usual 32-bits version) enigma32.exe [options] Project.enigma

Enigma Protector x64 enigma64.exe [options] Project.enigma

Project.enigma is the Enigma Protector project file.
Following options can be used:
i -g enables quite protection mode, all messages are supressed
i -ge enables quite protection mode, all messages are supressed except error messages



API

Enigma API Enigma API stdcall

1 Registration API -

1 Trial API -

1 Crypt API -

1 Miscellaneous API -

Enigma API API

Enigma API Enigma



API

API

1 EP_RegCheckKey

1 EP_RegCheckKeyA

1 EP_RegCheckKeyW

1 EP_ReglLoadKey

1 EP_ReglLoadKeyA

1 EP_ReglLoadKeyW

1 EP_RegSaveKey

1 EP_RegSaveKeyA

1 EP_RegSaveKeyW

1 EP_RegDeleteKey

1 EP_ReglLoadAndCheckKey

1 EP_RegCheckAndSaveKey

1 EP_RegCheckAndSaveKeyA
1 EP_RegCheckAndSaveKeyW
1 EP_RegHardwarelD

1 EP_RegHardwarelDA

1 EP_RegHardwarelDW

1 EP_RegKeyExpirationDate

1 EP_RegKeyExpirationDateEx
1 EP_RegKeyCreationDate

1 EP_RegKeyCreationDateEx

1 EP_RegKeyExecutions

1 EP_RegKeyExecutionslLeft

1 EP_RegKeyExecutionsTotal

1 EP_RegKeyDays

1 EP_RegKeyDayslLeft

1 EP_RegKeyDaysTotal

1 EP_RegKeyRuntime

1 EP_RegKeyRuntimelLeft

1 EP_RegKeyRuntimeTotal

1 EP_RegKeyGlobalTime

1 EP_RegKeyGlobalTimelLeft

1 EP_RegKeyGlobalTimeTotal

1 EP_RegKeyRegisterAfterDate
1 EP_RegKeyRegisterAfterDateEx
1 EP_RegKeyRegisterBeforeDate
1 EP_RegKeyRegisterBeforeDateEx
1 EP_RegShowDialog

Enigma API API

Enigma API Enigma



EP_RegCheckKeyW

EP_RegCheckKey

1 Nane - - \0
1 Key - - \O
1 (]
UNICODE

=l Show/Hide C++ function definition

extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_RegCheckKey( char* Name, char* Key );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C++ function example

Examples



EP_RegCheckKeyA

EP_RegCheckKeyA EP_RegCheckKey
1 Nane - - \O
1 Key - - \O
1 0]
UNICODE REGISTRATION FEATURES - Common panel.

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall BOOL EP_RegCheckKeyA( char* Name, char* Key );

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples



EP_RegCheckKey

EP_RegCheckKeyA EP_RegCheckKey unicode
UNICODE
1 Nane - - \O unicode
1 Key - - \O unicode
1 (0]

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall BOOL EP_RegCheckKeyW wchar _t* Nane, wchar_t* Key );

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples



EP_RegCheckAndSaveKey

EP_RegCheckAndSaveKey EP_RegCheckKey EP_RegSaveKey
1 Nane - - \O
1 Key - - \O
1 (0]
UNICODE

[=] Show/Hide C++ function definition
extern "C' _ _declspec( dllinport ) _ stdcall BOOL EP_RegCheckAndSaveKey( char* Nane, char* Key );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C++ function example
Show/Hide C# (.NET) function example

Examples



EP_RegCheckAndSaveKeyA

EP_RegCheckAndSaveKeyA EP_RegCheckAndSaveKey

1 Nane - - \0
1 Key - - \O
1 (]
UNICODE

[=] Show/Hide C++ function definition
extern "C' _ declspec( dlilinmport ) _ stdcall BOOL EP_RegCheckAndSaveKeyA( char* Nanme, char* Key );

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples



EP_RegCheckAndSaveKeyW

EP_RegCheckAndSaveKeyW EP_RegCheckAndSaveKey unicode (wide)
UNICODE
1 Nane - - \O
1 Key - - \O
1 (0]

[=] Show/Hide C++ function definition
extern "C' _ _declspec( dlilinport ) _ stdcall BOOL EP_RegCheckAndSaveKeyW wchar _t* Name, wchar_t* Key );

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\RegistrationUnicode



EP_RegDeleteKey

EP_RegDeleteKey

= Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_RegDel et eKey();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C++ function example

Examples



EP_RegHardwarel D

EP_RegHardware -

\O 0

UNICODE REGISTRATION FEATURES - Common panel.

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall PCHAR EP_RegHardwarel IX);

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C++ function example

Examples



EP_RegHardwarel DA

EP_RegHardwarelDA

\O 0

UNICODE REGISTRATION FEATURES - Common panel.

[=l Show/Hide C++ function definition
extern "C' _ declspec( dlilinmport ) _ stdcall PCHAR EP_RegHar dwar el DA() ;

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples



EP_RegHardwarelDW

EP_RegHardwarelDW Registration Features - Hardware Lock
UNICODE

\O 0

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall PWHAR EP_RegHar dwar el D) ;

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\RegistrationUnicode



EP_ReglLoadKey

EP_ReglLoadKey -

UNICODE REGISTRATION FEATURES - Common panel.

/ EP_RegCheckKey
EP_RegLoadAndCheckKey

=l Show/Hide C++ function definition

extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_ReglLoadKey( char** Nane, char** Key );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition
Show/Hide C# (.NET) function definition

Examples



EP_RegLoadKeyA

EP_ReglLoadKey EP_ReglLoadKey
1 Nane - - \O
1 Key - - \O
1 0
UNICODE REGISTRATION FEATURES - Common panel.
/ EP_RegCheckKey

EP_RegLoadAndCheckKey

=l Show/Hide C++ function definition

extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_RegLoadKeyA( char** Nane, char** Key );

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples



EP_ReglLoadKeyW

EP_ReglLoadKey EP_ReglLoadKey unicode (wide)
UNICODE REGISTRATION FEATURES - Common panel.
1 Nane - - \O unicode
1 Key - - \O unicode
1 (0]
/ EP_RegCheckKey

EP_RegLoadAndCheckKey

=l Show/Hide C++ function definition

extern "C' _ declspec( dllinport ) _ stdcall BOOL EP_RegLoadKeyW wchar t** Nane, wchar_t** Key );

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\RegistrationUnicode



EP_RegSaveKey

EP_RegSaveKey -

/ EP_RegCheckKey
EP_RegCheckAndSaveKey

[=l Show/Hide C++ function definition

extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_RegSaveKey( char* Nanme, char* Key );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C++ function example

Examples



EP_RegSaveKeyA

EP_RegSaveKeyA EP_RegSaveKey
1 Nane - - \O
1 Key - - \O
1 0]
/ EP_RegCheckKey

EP_RegCheckAndSaveKey

[=l Show/Hide C++ function definition

extern "C' _ declspec( dllinport ) _ stdcall BOOL EP_RegSaveKeyA( char* Name, char* Key );

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples



EP_RegSaveKeyW

EP_RegSaveKeyA EP_RegSaveKey unicode (wide)
UNICODE -
1 Nane - - \O unicode
1 Key - - \O unicode
1 (0]
/ EP_RegCheckKeyW

EP_RegCheckAndSaveKeyW

=l Show/Hide C++ function definition

extern "C' _ declspec( dilinport ) _ stdcall BOOL EP_RegSaveKeyW wchar _t* Nanme, wchar_t* Key );

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\RegistrationUnicode



EP_ReglLoadAndCheckKey

EP_RegLoadAndCheckKey EP_ReglLoadKey EP_RegCheckKey

= Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_ReglLoadAndCheckKey();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C++ function example

Examples



EP_RegKeyCreationDate

EP_RegKeyCreationDate
EP_RegKeyCreationDateEx

1 Year -
1 Month -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dlilinport ) _ stdcall BOOL EP_RegKeyCreationDate( int* Year, int* Month, int* Day );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example



EP_RegKeyCreationDateEx

EP_RegKeyCreationDateEx

32 0]

[=] Show/Hide C++ function definition
extern "C' _ decl spec( dllexport ) _ stdcall int EP_RegKeyCreationDat eEx();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyExpirationDate

EP_RegKeyExpirationDate
EP_RegKeyExpirationDateEx

1 Year -
1 Month -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall BOOL EP_RegKeyExpirationDate( int* Year, int* Month, int* Day );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example

Examples\KeyExpiration



EP_RegKeyExpirationDateEXx

EP_RegKeyExpirationDateEx

32 0]

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyExpirationDateEx();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition
Show/Hide C# (.NET) function definition

Examples\KeyExpiration



EP_RegKeyExecutions

EP_RegKeyExecutions
EP_RegKeyExecutionsLeft EP_RegKeyExecutionsTotal

1 Total -
1 Left -

[=] Show/Hide C++ function definition
extern "C' __declspec( dllinport ) _ stdcall BOOL EP_RegKeyExecutions( int* Total, int* Left );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyExecutionslLeft

EP_RegKeyExecutionsLeft EP_RegKeyExecutions

[=l Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyExecutionsLeft();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyExecutionsTotal

EP_RegKeyExecutionsTota EP_RegKeyExecutions

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyExecutionsTotal ();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyDays

EP_RegKeyDays function
EP_RegKeyDaysLeft EP_RegKeyDaysTotal

1 Total -
1 Left -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_RegKeyDays( int* Total, int* Left );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyDayslLeft

EP_RegKeyDaysLeft EP_RegKeyDays

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyDaysLeft();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyDaysTotal

EP_RegKeyDaysTotal EP_RegKeyDays

The function fails in the following cases:

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyDaysTotal ();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyRuntime

EP_RegKeyRuntime Creating Keys
EP_RegKeyRuntimeleft EP_RegKeyRuntimeTotal

1 Total -
1 Left -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_RegKeyRuntinme( int* Total, int* Left );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyRuntimeleft

EP_RegKeyRuntimelLeft f EP_RegKeyRuntime. Creating Keys

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyRuntinmeLeft();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyRuntimeTotal

EP_RegKeyRuntimeTotal EP_RegKeyRuntime Creating Keys

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyRuntimeTotal ();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyGlobalTime

EP_RegKeyGlobalTime
EP_RegKeyGlobalTimelLeft EP_RegKeyGlobalTimeTotal

1 Total -
1 Left -

[=] Show/Hide C++ function definition
extern "C' __declspec( dlilinport ) _ stdcall BOOL EP_RegKeyd obal Time( int* Total, int* Left );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyGlobalTimelLeft

EP_RegKeyGlobalTimelLeft EP_RegKeyGlobalTimeLeft
EP_RegKeyGlobalTime

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyd obal Ti neLeft();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyGlobalTimeTotal

EP_RegKeyGlobalTimeTotal EP_RegKeyGlobalTime

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyd obal Ti meTotal ();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyRegisterAfterDate

EP_RegKeyRegisterAfterDate EP_RegKeyRegisterAfterDateE
1 Year -
1 Month -
1 Day -
1 0

[=] Show/Hide C++ function definition
extern "C' _ declspec( dlilinport ) _ stdcall BOOL EP_RegKeyRegi sterAfterDate( int* Year, int* Munth, int* Day

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyRegisterAfterDateEx

EP_RegKeyRegisterAfterDateEx

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyRegi sterAfterDat eEx();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyRegisterBeforeDate

EP_RegKeyRegisterBeforeDate
EP_RegKeyRegisterBefore DateEx

1 Year -
1 Month -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dlilinport ) _ stdcall BOOL EP_RegKeyRegi sterBeforeDate( int* Year, int* Month, int* De

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegKeyRegisterBeforeDateEXx

EP_RegKeyRegisterBefore DateEx

32 0

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_RegKeyRegi ster BeforeDat eEx();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_RegShowDialog

EP_RegShowDialog shows a registration dialog that is designed and enabled on the REGISTRATION FEATURES -
Registration Dialog panel. Note, Registration Dialog feature should be enabled, otherwize dialog will not be shown.
Also, any Exit application actions in the Registration Dialog will not exit the application, but just close dialog window.

Return Value

Function does not return any value.

Remark
The function fails in the following cases:

1 application is not protected;
1 REGISTRATION FEATURES - Registration Dialog feature is not enabled.

Definition

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall void EP_RegShowD al og();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Examples
Show/Hide Delphi function example

See function examples in the installation folder, Examples\RegistrationShowDialog subfolder.



API

1 EP_TrialExecutions

1 EP_TrialExecutionsLeft

1 EP_TrialExecutionsTotal

1 EP_TrialDays

1 EP_TrialDaysLeft

1 EP_TrialDaysTotal

1 EP_TrialExpirationDate

1 EP_TrialExpirationDateEXx
1 EP_TrialDateTillDate

1 EP_TrialDateTillDateStartEx
1 EP_TrialDateTillDateEndEx
1 EP_TrialExecutionTime

1 EP_TrialExecutionTimelLeft
1 EP_TrialExecutionTimeTota

Enigma API

Enigma API

API

Enigma



EP_TrialExecutions

- EP_TrialExecutionsLeft

EP_TrialExecutionsTotal

1 Total -
1 Left -

[=l Show/Hide C++ function definition

extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_Trial Executions( int* Total, int* Left );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C++ function example

Examples



EP_TrialExecutionsLeft

EP_TrialExecutionsLeft EP_TrialExecutions

[=l Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_Trial ExecutionsLeft();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition
Show/Hide C# (.NET) function definition

Examples



EP_TrialExecutionsTotal

EP_TrialExecutionsTotal EP_TrialExecutions

[=l Show/Hide C++ function definition
extern "C' _ decl spec( dllexport ) _ stdcall int EP_Trial ExecutionsTotal ();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition
Show/Hide C# (.NET) function definition

Examples



EP_TrialDays

EP_TrialDays -
EP_TrialDaysLeft EP_TrialDaysTotal

1 Total -
1 Left -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall BOOL EP_Trial Days( int* Total, int* Left );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C++ function example

Examples\Trial subfolder



EP_TrialDayslLeft

EP_TrialDaysLeft EP_TrialDays

[=l Show/Hide C++ function definition
extern "C' _ decl spec( dllexport ) _ stdcall int EP_Trial DaysLeft();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition
Show/Hide C# (.NET) function definition

Examples



EP_TrialDaysTotal

EP_TrialDaysTotal EP_TrialDays

[=l Show/Hide C++ function definition
extern "C' _ decl spec( dllexport ) _ stdcall int EP_Trial DaysTotal ();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition
Show/Hide C# (.NET) function definition

Examples



EP_TrialExpirationDate

EP_TrialExpirationDate -
EP_TrialExpirationDateEx

1 Year -
1 Month -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllimport ) _ stdcall BOOL EP_Trial ExpirationDate( int* Year, int* Munth, int* Day );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example

Examples\Trial



EP_TrialExpirationDateEx

EP_TrialExpirationDateEx EP_TrialExpirationDate

32 0

[=l Show/Hide C++ function definition
extern "C' _ decl spec( dllexport ) _ stdcall int EP_Trial ExpirationDat eEx();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_TrialDateTillDate

EP_TrialDateTillDate - EP_TrialDate

1 StartYear -
1 StartMonth -
1 StartDay -

1 EndYear -

1 EndMont h -

1 EndDay -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dlilinport ) _ stdcall BOOL EP _TrialDateTillDate( int* StartYear, int* StartMnth, int*

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition
Show/Hide C# (.NET) function definition

Examples\Trial



EP_TrialDateTillDateStartEx

EP_TrialDateTillDate StartEx -
EP_TrialDateTillDate

32 0

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_Trial DateTill DateStart Ex();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_TrialDateTillDateEndEXx

EP_TrialDateTillDateEndEXx -
EP_TrialDateTillDate

32 0

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_Trial DateTil | Dat eEndEx() ;

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_TrialExecutionTime

EP_TrialExecutionTime -
EP_TrialExecutionTimelLeft EP_TrialExecutionTimeTotal

1 Total -
1 Left -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall BOOL EP_Trial ExecutionTine( int* Total, int* Left );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C++ function example

Examples\TrialExecutionTime



EP_TrialExecutionTimelLeft

EP_TrialExecutionTimelLeft EP_TrialExecutionTime

[=l Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_Trial ExecutionTi neLeft();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_TrialExecutionTimeTotal

EP_TrialExecutionTimeTotal EP_TrialExecutionTime

[=l Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_Trial ExecutionTi neTotal ();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



API

Crypt API /

1 EP_CryptHashBuffer

1 EP_CryptHashFileA

1 EP_CryptHashFileW

1 EP_CryptHashStringA

1 EP_CryptHashStringW

1 EP_CryptDecryptBuffer

1 EP_CryptDecryptBufferEx
1 EP_CryptEncryptBuffer

1 EP_CryptEncryptBufferEx

Enigma API API

: Enigma API



EP_CryptDecryptBuffer

EP_CryptDecryptBuffer

1 Buffer -
1 Size -
1 Key - ANSI

[=] Show/Hide C++ function definition
extern "C' _ _declspec( dllinmport ) _ stdcall void EP_CryptDecryptBuffer( byte* Buffer, int Size, char* Key);

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\CryptBuffer



EP_CryptDecryptBufferEx

EP_CryptDecryptBufferEx

1 I nBuffer -
1 QutBuffer -
1 Size -

1 Key -

1 KeySi ze -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall void EP_OryptDecryptBufferEx( byte* InBuffer, byte* CQutBuffer, i

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\CryptBuffer



EP_CryptEncryptBuffer

EP_CryptEncryptBuffer

1 Buffer -
1 Size -
1 Key - ANSI

[=] Show/Hide C++ function definition
extern "C' _ _declspec( dllinmport ) _ stdcall void EP_CryptEncryptBuffer( byte* Buffer, int Size, char* Key);

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\CryptBuffer



EP_CryptEncryptBufferEx

EP_CryptEncryptBufferEx

1 I nBuffer -
1 QutBuffer -
1 Size -

1 Key -

1 KeySi ze -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllimport ) _ stdcall void EP_OyptEncryptBufferEx( byte* InBuffer, byte* QutBuffer, i

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\CryptBuffer



EP_CryptHashBuffer

EP_CryptHashBuffer hash( )
1 Hash -
XOR32 HASH_XOR32 =0
MD2 HASH_MD2 =1
MD5 HASH_MDS5 = 2
RipeMD160 | HASH_RipeMD160 = 3
SH1 HASH_SH1 =4
SHA224 HASH_SHA224 =5
SHA256 HASH_SHA256 = 6
SHA384 HASH_SHA384 =7
SHA512 HASH_SHA512 =8
1 Buffer -
1 Size -
1 D gest -
0
C )
XOR32 4
MD2 16
MD5 16
RipeMD160 20
SH1 20
SHA224 28
SHA256 32
SHA384 48
SHA512 64

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall int EP_OyptHashBuffer( int Hash, byte* Buffer, int Size, byte*

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\Hashes



EP_CryptHashFileA

EP_CryptHashFileA

1 Hash -
XOR32 HASH_XOR32 =0
MD2 HASH _MD2 =1
MD5 HASH_MD5 = 2
RipeMD160 | HASH_RipeMD160 = 3
SH1 HASH_SH1 = 4
SHA224 HASH_SHA224 =5
SHA256 HASH_SHA256 = 6
SHA384 HASH_SHA384 =7
SHA512 HASH_SHA512 = 8
1 Fil eNane-
1 Digest -
0
C )
XOR32 4
MD2 16
MD5 16
RipeMD160 20
SH1 20
SHA224 28
SHA256 32
SHA384 48
SHA512 64

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllimport ) _ stdcall int EP_CryptHashFileA( int Hash, char* Fil eNanme, byte* Digest);

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\Hashes



EP_CryptHashFileW

EP_CryptHashFileA

1 Hash -
XOR32 HASH_XOR32 =0
MD2 HASH_MD2 =1
MD5 HASH_MD5 = 2
RipeMD160 | HASH_RipeMD160 = 3
SH1 HASH_SH1 = 4
SHA224 HASH_SHA224 =5
SHA256 HASH_SHA256 = 6
SHA384 HASH_SHA384 = 7
SHA512 HASH_SHA512 = 8
1 Fil eNane- UNICODE
1 Digest -
0
C )
XOR32 4
MD2 16
MD5 16
RipeMD160 20
SH1 20
SHA224 28
SHA256 32
SHA384 48
SHA512 64

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall int EP_CyptHashFileW int Hash, wchar_t* FileNanme, byte* D gest

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\Hashes



EP_CryptHashStringA

EP_CryptHashStringA ANSI
1 Hash -
XOR32 HASH_XOR32 =0
MD2 HASH_MD2 =1
MD5 HASH_MDS5 = 2
RipeMD160 | HASH_RipeMD160 = 3
SH1 HASH_SH1 =4
SHA224 HASH_SHA224 =5
SHA256 HASH_SHA256 = 6
SHA384 HASH_SHA384 =7
SHA512 HASH_SHA512 = 8
1 Str - ANSI
1 Digest -
0]
C )
XOR32 4
MD2 16
MD5 16
RipeMD160 20
SH1 20
SHA224 28
SHA256 32
SHA384 48
SHA512 64

[=] Show/Hide C++ function definition
extern "C' _ declspec( dlilinmport ) _ stdcall int EP_OyptHashStringA( int Hash, char* Str, byte* D gest);

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\Hashes



EP_CryptHashStringwW

EP_CryptHashFileW UNICODE
1 Hash -
XOR32 HASH_XOR32 =0
MD2 HASH_MD2 =1
MD5 HASH_MDS5 = 2
RipeMD160 | HASH_RipeMD160 = 3
SH1 HASH_SH1 = 4
SHA224 HASH_SHA224 =5
SHA256 HASH_SHA256 = 6
SHA384 HASH_SHA384 = 7
SHA512 HASH_SHA512 = 8
1 Str - UNICODE
1 Digest -
0]
C )
XOR32
MD2 16
MD5 16
RipeMD160 20
SH1 20
SHA224 28
SHA256 32
SHA384 48
SHA512 64

[=] Show/Hide C++ function definition
extern "C' _ _declspec( dllinmport ) _ stdcall int EP_CryptHashStringW int Hash, wchar_t* Str, byte* Digest);

Show/Hide Delphi function definition
Show/Hide C# (.NET) function definition

Examples\Hashes



API

1 EP_MiscCountryCode

1 EP_MiscGetWatermark

1 EP_ProtectedStringByID

1 EP_ProtectedStringByKey

1 EP_CheckupCopies

1 EP_CheckupCopiesCurrent

1 EP_CheckupCopiesTotal

1 EP_CheckuplsEnigmaOk

1 EP_CheckuplsProtected

1 EP_CheckupVirtualizationTools

Enigma API

Enigma API

API

Enigma

Enigma



EP_CheckupCopies

EP_CheckupCopies EP_CheckupCopiesCurrent
EP_CheckupCopiesTotal

1 Total -
1 CQurrent -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall BOOL EP_Trial Days( int* Total, int* Left );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example

Examples\ExecutedCopies



EP_CheckupCopiesCurrent

EP_CheckupCopiesCurrent EP_CheckupCopies

[=l Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall int EP_CheckupCopiesCurrent();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_CheckupCopiesTotal

EP_CheckupCopiesTotal EP_CheckupCopies

[=l Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall int EP_CheckupCopiesTotal ();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition



EP_CheckuplsEnigmaOk

EP_CheckuplsEnigmaOk

=l Show/Hide C++ function definition

extern "C' _ declspec( dllinmport ) _ stdcall BOOL EP_Checkupl sEni gmaCk();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example

Examples\CheckEnigma



EP_CheckuplsProtected

EP_CheckuplsProtected Enigma

[=l Show/Hide C++ function definition

extern "C' _ _declspec( dllinmport ) _ stdcall BOOL EP_Checkupl sProtected();
Show/Hide Delphi function definition

Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example

Examples\CheckEnigma



EP_EnigmaVersion

EP_EnigmaVersion Enigma

Enigma Ox014E (334) 1.78

[=l Show/Hide C++ function definition

extern "C' _ declspec( dllinmport ) _ stdcall int EP_Eni gmaVersion();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition
Show/Hide C# (.NET) function definition

Examples\CheckEnigma



EP_MiscCountryCode

EP_MiscCountryCode

Afghanistan CN_AFGHANISTAN 114
Albania CN_ALBANIA 1
Algeria CN_ALGERIA 2
Argentina CN_ARGENTINA 3
Armenia CN_ARMENIA 4
Australia CN_AUSTRALIA 5
Austria CN_AUSTRIA 6

Azerbaijan CN_AZERBAIJAN 7
Bahrain CN_BAHRAIN 8

Bangladesh CN_BANGLADESH 115

Belarus CN_BELARUS 9
Belgium CN_BELGIUM 10
Belize CN_BELIZE 11
Bolivia CN_BOLIVIA 116
Bosnia and Herzegovina CN_BOSNIA 117
Brazil CN_BRAZIL 13
Brunei Darussalam CN_BRUNEI 14
Bulgaria CN_BULGARIA 15
Cambodia CN_CAMBODIA 16
Canada CN_CANADA 17
Caribbean CN_CARRIBEAN 118
Chile CN_CHILE 20
China CN_CHINA 21
Colombia CN_COLOMBIA 22
Costa Rica CN_COSTARICA 23
Croatia CN_CROATIA 24
Czech Republic CN_CZECH 25
Denmark CN_DENMARK 26
Dominican Republic CN_DOMINICAN 27
Ecuador CN_ECUADOR 28
Egypt CN_EGYPT 29
El Salvador CN_ELSALVADOR 30
Estonia CN_ESTONIA 31
Ethiopia CN_ETHIOPIA 119
Faroe Islands CN_FAROE 32
Finland CN_FINLAND 33
France CN_FRANCE 34
Georgia CN_GEORGIA 35
Germany CN_GERMANY 36
Greece CN_GREECE 37
Greenland CN_GREENLAND 120
Guatemala CN_GUATEMALA 38
Honduras CN_HONDURAS 39
Hong Kong CN_HONGKONG 40
Hungary CN_HUNGARU 41
Iceland CN_ICELAND 42
India CN_INDIA 43
Indonesia CN_INDONESIA 44
Iran CN_IRAN 45
Iraq CN_IRAQ 46
Ireland CN_IRELAND 47
Israel CN_ISRAEL 48
Italy CN_ITALY 49
Jamaica CN_JAMAICA 50
Japan CN_JAPAN 51
Jordan CN_JORDAN 52

Kazakhstan CN_KAZAKHSTAN 53




Kenya CN_KENYA 54
Korea CN_KOREA 56
Kuwait CN_KUWAIT 57
Kyrgyzstan CN_KYRGYZSTAN 58
Laos CN_LAOS 121
Latvia CN_LATVIA 59
Lebanon CN_LEBANON 60
Libyan CN_LIBYAN 122
Liechtenstein CN_LIECHTENSTEIN 62
Lithuania CN_LITHUANIA 63
Luxembourg CN_LUXEMBOURG 64
Macao CN_MACAO 65
Macedonia CN_MACEDONIA 66
Malaysia CN_MALAYSIA 67
Maldives CN_MALDIVES 123
Malta CN_MALTA 124
Mexico CN_MEXOCI 68
Monaco CN_MONACO 70
Mongolia CN_MONGOLIA 71
Montenegro CN_MONTENEGRO 125
Morocco CN_MOROCCO 72
Nepal CN_NEPAL 126
Netherlands CN_NETHERLANDS 73
New Zealand CN_NEW ZEALAND 74
Nicaragua CN_NICARAGUA 75
Nigeria CN_NIGERIA 127
Norway CN_NORWAY 76
Oman CN_OMAN 77
Pakistan CN_PAKISTAN 78
Panama CN_PANAMA 79
Paraguay CN_PARAGUAY 80
Peru CN_PERY 81
Philippines CN_PHILIPPINES 82
Poland CN_POLAND 83
Portugal CN_PORTUGAL 84
Puerto Rico CN_PUERTORICO 85
Qatar CN_QATAR 86
Romania CN_ROMANIA 87
Russia CN_RUSSIA 88
Rwanda CN_RWANDA 128
Saudi Arabia CN_SAUDIARABIA 89
Senegal CN_SENEGAL 129
Serbia CN_SERBIA 130
Serbia and Montenegro CN_SERBIAMONTENEGRO 90
Singapore CN_SINGAROPE 91
Slovakia CN_SLOVAKIA 92
Slovenia CN_SLOVENIA 93
South Africa CN_SOUTHAFRICA 94
Spain CN_SPAIN 95
Sri Lanka CN_SRILANKA 131
Sweden CN_SWEDEN 96
Switzerland CN_SWITZERLAND 97
Syrian CN_SYRIAN 132
Taiwan CN_TAIWAN 98
Tajikistan CN_TAJIKISTAN 99
Thailand CN_THAILAND 100
Trinidad and Tobago CN_TRINIDADTOBAGO 101
Tunisia CN_TUNISIA 102
Turkey CN_TURKEY 103
Turkmenistan CN_TURKMENISTAN 133
Ukraine CN_UKRAINE 104
United Arab Emirates CN_UAE 105
United Kingdom CN_UNITEDKINGDOM 106




United States CN_USA 107
Uruguay CN_URUGUAY 108
Uzbekistan CN_UZBEKISTAN 109
Venezuela CN_VENEZUELA 110
Viet Nam CN_VIETNAM 111
Yemen CN_YEMEN 112
Zimbabwe CN_ZIMBABWE 113

=l Show/Hide C++ function definition

extern "C' _ decl spec( dllexport ) _ stdcall

Show/Hide Delphi function definition

Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

int EP_M scCountryCode();



EP_MiscGetWatermark

EP_MiscGetWatermark

1 ID-

1 W-

1 W WMType -
1 VWM Nane -

1 VWM NanelLen -
1 WM Text -

1 WM Text Len -
1 WM Fi | eNane -
1 WM Fi | eNaneLen -
1 W AFi|le -

1 WM AFi | eLen -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllexport ) _ stdcall int EP_MscGetWatermark( int 1D, PW/Content WV );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example

Examples\Watermarks



EP_ProtectedStringByID

EP_ProtectedStringByID ID

1 ID- 1D
1 Buffer -
1 Len -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinmport ) _ stdcall int EP_ProtectedStringBylD( int Total, char* Left, int Len);

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C# (.NET) function example
Show/Hide Visual Basic function example

Examples\ProtectedStrings



EP_ProtectedStringByKey

EP_ProtectedStringByKey

1 Key -
1 Buffer -
1 Len -

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall int EP_ProtectedStringByKey( char* Key, char* Left, int Len);

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide C# (.NET) function example
Show/Hide Visual Basic function example

Examples\ProtectedStrings



EP_SplashScreenShow

EP_SplashScreenShow

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall int EP_SplashScreenShow );

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example

Examples\SplashScreen



EP_SplashScreenHide

EP_SplashScreenHide

[=] Show/Hide C++ function definition
extern "C' _ declspec( dllinport ) _ stdcall void EP_Spl ashScreenH de();
Show/Hide Delphi function definition

Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Show/Hide Delphi function example

Examples\SplashScreen



EP_CheckupVirtualizationTools

EP_CheckupVirtualizationTools allows to check if the file is started under any of the known Virtualization Tools like
VMWare/VirtualBox/VirtualPC. Note, you have to enable CHECK-UP - Virtualization Tools feature, select necessary
virtualization tools you would like to check and disable option Terminate Execution.

Return Value

Function returns 1 (true) if the file is started under any virtualization tool or O (false) if the function failed. See Remark
section below to know the cases when the function fails.

Remark
The function fails in the following cases:

1 application is not protected;
1+ CHECK-UP - Virtualization Tools feature is not enabled;
1 necessary Virtualization Tools for checking were not selected on CHECK-UP - Virtualization Tools panel.

Definition

=l Show/Hide C++ function definition

extern "C' _ declspec( dllinport ) _ stdcall BOOL EP_CheckupVirtualizati onTool s();

Show/Hide Delphi function definition
Show/Hide Visual Basic function definition

Show/Hide C# (.NET) function definition

Examples
Show/Hide Delphi function example

See function examples in the installation folder, Examples\CheckVirtualizationTools subfolder.



Enigma API

enigma_ide.dll Enigma Protector  API GetModuleHandleA, LoadLibraryA
GetProcAddress Enigma Protector Examples Enigma API
Enigma API
Delphi
var

pEP_RegHardwarel D : function : pchar;

pEP_RegCheckKey : function(pcName, pcKey : pchar) : bool ean;
pcNanme : pchar;

pcKey : pchar;

begi n
/1 Show nmessage box with a Hardware | D
pEP_RegHar dwar el D : = Get ProcAddr ess( Get Modul eHandl e(' enigma_ide.dl '), 'EP_RegHardwarel D );
MessageBox(0, pEP_RegHardwarel D, ' Application' , MB_OK);
/1 Check registration infomation
pcNane := 'Registration Info';
pcKey : = 'Registration Key';
pEP_RegCheckKey : = Get ProcAddr ess(Get Mbdul eHandl e(* enignma_ide.dl "), 'EP_RegCheckKey');
i f pEP_RegCheckKey(pcName, pcKey) then
MessageBox(0, 'Valid Registration Key', 'Application, M_OK)
el se
MessageBox(0, 'Invalid Registration Key', 'Application', M_CK)
end;



1 API - Enigma API
l -
1 Protector -

1 - Enigma Protector
1 - Enigma Protector



API

Visual Basic Enigma API

I f EP_RegLoadAndCheckKey = TRUE Then

EIE R IR I I I S S S

End | f
If - End If
EP_RegLoadAndCheckKey = TRUE Visual Basic
TRUE $FFFF  FALSE 0 Enigma API 0

| f EP_RegLoadAndCheckKey Then

kkkkkhkhkkhkkhkhkhkhkhkkkkkx

End If

enigma_api.dll

enigma_api.dll

Enigma API Visual Basic .NET

Enigma API Visual Basic .NET
EnigmaSDK\VB\ API

Enigma API

Visual Basic

Example\

Visual Basic

API



Access

UNICODE

UNICODE

Enigma

UNICODE

KEY

UNICODE

KEY



Enigma Protector

Email



Protector

Enigma Protector

Enigma Protector

Enigma Protector

Reg_Crypt Delphi

function | sEni gnmaPresent : bool ean;
begi n
Result := true;
/1 this code returns TRUE at any ways,
/1 but we should use it to fighting
/1 with the Del phi code optim zation
i f Get Mbdul eHandl e(nil) <> 0 then
begi n
{$l reg_crypt_beginl.inc}
Result := fal se;
{$! reg_crypt_endl.inc}
end;
end;
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Viadimir
Registration key :
W3UH9K-L5EUT 2-XUPUY J-P8YYHR

Verifying results :

0x80DBCO089
2007 4 17
2008 1 1
#1
H7
#16
1 2007 4 17
1 2008 1 1

1 #1, #7, #16.



Enigma Protector - Enigma Protector

1 The Enigma Protector - -
Enigma EHEHER (VNICODE) [%]
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1 Enigma API
EP_RegKeyExpirationDate

1 ID ID Enigma API
EP_RegHardwarelD

Enigma Protector



CGl

CGlI CGlI 2
EnigmaSDK\CGI Keygen cgi-bin
Key GET  POST
CGlI :
1. cgi-bin
2. ("keygen" for Linux "keygen.exe" for Windows
3. :
CGlI

1 GenerateKey - ansi* ;

1 GenerateKeyA - ;

1 GenerateKeyW - unicode* ( ) ;

1 GenerateKeyFromProject - ansi* ,

1 GenerateKeyFromProjectA - ;

1 GenerateKeyFromProjectW - unicode™ ( )
* ansi unicode

UNICODE ANSI

**x -
CGlI

1 GenerateKey

1 GenerateKeyA

1 GenerateKeyW

1 GenerateKeyFromProject

1 GenerateKeyFromProjectA

1 GenerateKeyFromProjectW

- (

- Enigma -
- Enigma -
- 1 ;
- ID ;
- * -
- *-
- *;
- Enigma
- Enigma - ,

* 2 +2 +2 2010 12 1

Show/Hide HTML (GET method) example

Show/Hide HTML (GET method) getting parameters from project file example

Show/Hide HTML (POST method) example

Show/Hide HTML (POST method) getting parameters from project file example

Show/Hide PHP (POST method) example

Windows Linux
CGl
)
%20 B
01122010



Show/Hide PHP (GET method) example
POST



Enigma Protector - - s

1. ce_z> "Do not allow to change hyphens value”

Ezport Eeys Generator _X

The Enigma Protector Export Keys Generator
Default value of key yphens

K.ey with hpphens

[] Do nat allaw to change hyphens walue

< Back L Hest » J[ Carncel J

2. "Do not allow to change sections value"

Ezport Eeys Generator i

The Enigma Protector Export Keys Generator

Default values of key sections

Section 1 unlocked
Section 2 unlocked
[]5ection 3 unlocked
[]5ection 4 unlocked

[]5ection 5 unlocked
[]5ection B unlocked
Section 7 unlocked
Section B unlocked

[ Da nat allow ta change sections walue

Section 9 unlocked

[]5ection 10 unlocked
[]5ection 11 unlocked
[]5ection 12 unlocked

[]5ection 13 unlocked
Section 14 unlacked
Section 15 unlacked
[]5ection 16 unlocked

[ < Back “ Mest » ][ Cancel ]

"Do not allow to change expiration date value"



Ezport Eeys Generator | A

The Enigma Protector Export Keys Generator

Default value of key Expiration date

FK.ey with Expiration date
) Fived date
[20101231 |
(%) Custom D ate
Taday + |30 |+ [Daps v

Do nat allow to change E=piration date

[ < Back “ Hest > J[ Cancel ]

"Do not allow to change Register After date™

Ezport Eeys Generator | (]

The Enigma Protector Export Keys Generator

Default value of Fegister After date

F.ey with Register After date
) Fived date
| 200812412 |
(%) Custom D ate
Today + |3EI | + |Da_l,ls vl

Do nat allow to change Register After date walue

[ < Back “ Hest > J[ Cancel ]

"Do not allow to change Register Before date"



Ezport Eeys Generator _X

The Enigma Protector Export Keys Generator

Default value of Regizter Before date

F.ep with Register Before date
(%) Fixed date
| 2010:1231 v

) Custom D ate

[] Do nat allow to change Fegister Before date

[ < Back “ Mest > J [ Cancel ]

"Do not allow to change Executions "

Ezport Eeys Generator i

The Enigma Protector Export Keys Generator

Default value af Executions lirmit

[ Kew with Executions limit

Ewecutions count 1

Do not allaw ta change E sxecutiong

[ < Back “ Mest » J[ Cancel ]

"Do not allow to change Days "



Ezport Eeys Generator | A

The Enigma Protector Export Keys Generator

Default value of Drays limit

ey with Daps limit
Drays count 30

[] Do nat allow to change Days

[ < Back “ Hest > J[ Cancel ]

"Do not allow to change Run-time "

Exzport Eeys Generator i

The Enigma Protector Export Keys Generator

Default value af Bun-tirme lirmt

K2y with Fun-time lirnit

Rur-time minutes 10

Do not allow ta change Bur-tine

[ < Back “ Hest » J [ Cancel ]

"Do not allow to change Global Time "



Ezport Eeys Generator | A

The Enigma Protector Export Keys Generator
Default value of Global Time lirnit

ey with Global Tirne limit

Global Time minutes |60

Do nat allow to change Global Time

[ < Back “ Hest > J[ Cancel ]

10. "Do not allow to change Country Lock "

Exzport Eeys Generator 1

The Enigma Protector Export Keys Generator

Default value of Country Lock,

K.ey with Country Lock
Country Lock, People's Republic of China w

[ Do not allow to change Country Lock

[ < Back “ Einizh J[ Cancel ]

11. ““Finish”



Enigma Protector

( Windows) libkeygen.so ( Linux)
Examples\Keygen Examples\KeygenUnicode
ansi

KG_GenerateRegistrationKey
KG_GenerateRegistrationKeyFromProject
KG_GenerateRegistrationKeyA
KG_GenerateRegistrationKeyFromProjectA
KG_ VerifyRegistrationlInfo
KG_VerifyRegistrationInfoFromProject
KG_VerifyRegistrationInfoA

KG_ VerifyRegistrationInfoFromProjectA

unicode

KG_GenerateRegistrationKeyW
KG_GenerateRegistrationKeyFromProjectW
KG_ VerifyRegistrationlnfow
KG_VerifyRegistrationlnfoFromProjectW

( Windows Linux
Enigma Protector

) keygen.dll



TKeyGenParams

TKeyGenParams KG_GenerateRegistrationKey KG_GenerateRegistrationKeyFromProject
( ) (RSA 512/768/1024/2048/3072/4096), ( -
/ ):
RM_512 =0;
RM_768 = 1;
RM_1024 = 2;
RM_2048 = 3;
RM_3072 = 4;
RM_4096 =5;
( ) (Base 2/8/16/32/64), ( -
):
RB 2 =0;
RB_8 =1;
RB_16 =2;
RB_32 = 3;
RB_64 = 4;
( ) 1 Y ( )
( ) unicode 2048
( )
( ) ansi
( )
( ) 1 ( )
( )
( )
( )
( ) 1 Y ( )
ID ( ) ansi
( ) 1 0 ( )
( )
( ) 1 Y ( )
( )
( ) 1 Y ( )
( )
( ) 1 0 (see );
( )




( ) 1 ( );

( ) Enigma APl EP_MiscCountryCode );

( ) 1 0 ( );

( ) ;

( ) ;

( ) ;

( ) 1 Y ( );

( ) ;

( ) ;

( ) ;

( ) ( - );

( ) 16 );

( ) ( -
);

( ) ( -
)-

Show/Hide Delphi structure definition
Show/Hide C++ structure definition
Show/Hide C# (.NET) structure definition

Show/Hide Visual Basic structure definition




KG_GenerateRegistrationKey

ansi ansi
PKeyGenParams TGenKeyParams (

EP_NO_ERROR=0

EP_ERROR_UNKNOWN=1

EP_ERROR_KEYBUFFEREMPTY =2

EP_ERROR_KEYBUFFERISLESS=3

EP_ERROR_REGINFOEMPTY =4

EP_ERROR_REGINFOTOOLARGE=5

EP_ERROR_PRIVATEKEY ISNOTSET =6

EP_ERROR_PUBLICKEY ISNOTSET=7

EP_ERROR_PRIVATEKEY ISINVALID=8

EP_ERROR_PUBLICKEY ISINVALID=9

EP_ERROR_KEYMODEISINVALID=10

EP_ERROR_KEYBASEISINVALID=11

EP_ERROR_CURRENTDATEISINVALID=12

EP_ERROR_EXPIRATIONDATEISINVALID=13

EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 1D
EP_ERROR_HARDWAREBUFFEREMPTY =16 ID
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 1D

EP_ERROR_PROJECTFILENOTFOUND=18

EP_ERROR_INVALIDPROJECTFILE=19

EP_ERROR_EXECUTIONSNUMBERINVALID=20

EP_ERROR_DAYSNUMBERINVALID=21

EP_ERROR_COUNTRY CODEINVALID=22

EP_ERROR_RUNT IMEINVALID=23

EP_ERROR_GLOBALTIMEINVALID=24

EP_ERROR_INSTALLBEFOREINVALID=25

EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

Show/Hide Visual Basic function definition

Show/Hide Delphi function example

Show/Hide Borland C++ Builder function example
Show/Hide Visual C++ function example
Show/Hide C# (.NET) function example
Show/Hide Visual Basic function example

,  Examples\Keygen



KG_GenerateRegistrationKeyFromProject

TGenKeyParam

KG_GenerateRegistrationKey

KG_GenerateRegistrationKeyFromProject

(

ansi

EP_NO_ERROR=0

EP_ERROR_UNKNOWN=1

EP_ERROR_KEYBUFFEREMPTY =2

EP_ERROR_KEYBUFFERISLESS=3

EP_ERROR_REGINFOEMPTY =4

EP_ERROR_REGINFOTOOLARGE=5

EP_ERROR_PRIVATEKEY ISNOTSET=6

EP_ERROR_PUBLICKEY ISNOTSET=7

EP_ERROR_PRIVATEKEY ISINVALID=8

EP_ERROR_PUBLICKEY ISINVALID=9

EP_ERROR_KEYMODEISINVALID=10

EP_ERROR_KEYBASEISINVALID=11

EP_ERROR_CURRENTDATEISINVALID=12

EP_ERROR_EXPIRAT IONDATEISINVALID=13

EP_ERROR_KEYISINVALID=14

EP_ERROR_HARDWAREID=15 1D
EP_ERROR_HARDWAREBUFFEREMPTY =16 1D
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 ID

EP_ERROR_PROJECTFILENOTFOUND=18

EP_ERROR_INVALIDPROJECTFILE=19

EP_ERROR_EXECUTIONSNUMBERINVALID=20

EP_ERROR_DAY SNUMBERINVALID=21

EP_ERROR_COUNTRY CODEINVALID=22

EP_ERROR_RUNT IMEINVALID=23

EP_ERROR_GLOBALTIMEINVALID=24

EP_ERROR_INSTALLBEFOREINVALID=25

EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

Show/Hide Visual Basic function definition

Show/Hide Delphi function example

Show/Hide Borland C++ Builder function example

Show/Hide Visual C++ function example
Show/Hide C# (.NET) function example

Show/Hide Visual Basic function example

Examples\Keygen



TKeyGenParamsA

TKeyGenParamsA KG_GenerateRegistrationKeyA KG_GenerateRegistrationKeyFromProjectA
( ) (RSA 512/768/1024/2048/3072/4096), (
/ ):
RM_512 =0;
RM_768 = 1;
RM_1024 = 2;
RM_2048 = 3;
RM_3072 = 4;
RM_4096 =5;
( ) (Base 2/8/16/32/64), ( -
):
RB 2 =0;
RB_8 =1;
RB_16 =2;
RB_32 = 3;
RB_64 = 4;
( ) 1 Y ( )
( ) unicode s s 2048
( )
( ) ansi
( ) 0 1 ( )
( )
( )
( )
( ) 1 0 ( )
ID ( ) ansi
( ) 1 Y ( )
( )
( ) 1 Y ( )
( )
( ) 1 0 ( )
( )
( ) 1 0 ( )
( )
( ) 1 0 ( )




( ) ( Enigma APl EP_MiscCountryCode
( ) 1 0 (
( )
( )
( )
( ) 1 0 (
( )
( )
( )
( ) ( _
( ) 16 ( );
( ) (
);
( ) (
).

Show/Hide Delphi structure definition
Show/Hide C++ structure definition

Show/Hide C# (.NET) structure definition



KG__GenerateRegistrationKeyA

KG_GenerateRegistrationKeyA KG_GenerateRegistrationKey ansi
- PKeyGenParamsA TGenKeyParamsA (

- )

Return Values

EP_NO_ERROR=0
EP_ERROR_UNKNOWN=1
EP_ERROR_KEYBUFFEREMPTY =2
EP_ERROR_KEYBUFFERISLESS=3
EP_ERROR_REGINFOEMPTY =4
EP_ERROR_REGINFOTOOLARGE=5 ( )
EP_ERROR_PRIVATEKEY ISNOTSET=6
EP_ERROR_PUBLICKEY ISNOTSET=7
EP_ERROR_PRIVATEKEY ISINVALID=8
EP_ERROR_PUBLICKEY ISINVALID=9
EP_ERROR_KEYMODEISINVALID=10
EP_ERROR_KEYBASEISINVALID=11
EP_ERROR_CURRENTDATEISINVALID=12
EP_ERROR_EXPIRATIONDATEISINVALID=13
EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 ID
EP_ERROR_HARDWAREBUFFEREMPTY =16 1D
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 ID

EP_ERROR_PROJECTFILENOTFOUND=18
EP_ERROR_INVALIDPROJECTFILE=19
EP_ERROR_EXECUTIONSNUMBERINVALID=20
EP_ERROR_DAY SNUMBERINVALID=21
EP_ERROR_COUNTRY CODEINVALID=22
EP_ERROR_RUNT IMEINVALID=23
EP_ERROR_GLOBALTIMEINVALID=24
EP_ERROR_INSTALLBEFOREINVALID=25
EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

,  Examples\Keygen



KG_GenerateRegistrationKeyFromProjectA

KG_GenerateRegistrationKeyFromProjectA KG_GenerateRegistrationKeyFromProject

( ) TGenKeyParamA
KG_GenerateRegistrationKeyFromProjectA ansi ,
TGenKeyParamA

EP_NO_ERROR=0
EP_ERROR_UNKNOWN=1
EP_ERROR_KEYBUFFEREMPTY =2
EP_ERROR_KEYBUFFERISLESS=3
EP_ERROR_REGINFOEMPTY =4
EP_ERROR_REGINFOTOOLARGE=5 ( )
EP_ERROR_PRIVATEKEY ISNOTSET=6
EP_ERROR_PUBLICKEY ISNOTSET=7
EP_ERROR_PRIVATEKEY ISINVALID=8
EP_ERROR_PUBLICKEY ISINVALID=9
EP_ERROR_KEYMODEISINVALID=10
EP_ERROR_KEYBASEISINVALID=11
EP_ERROR_CURRENTDATEISINVALID=12
EP_ERROR_EXPIRAT IONDATEISINVALID=13
EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 ID
EP_ERROR_HARDWAREBUFFEREMPTY =16 1D
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 1D

EP_ERROR_PROJECTFILENOTFOUND=18
EP_ERROR_INVALIDPROJECTFILE=19
EP_ERROR_EXECUTIONSNUMBERINVALID=20
EP_ERROR_DAYSNUMBERINVALID=21
EP_ERROR_COUNTRY CODEINVALID=22
EP_ERROR_RUNT IMEINVALID=23
EP_ERROR_GLOBALTIMEINVALID=24
EP_ERROR_INSTALLBEFOREINVALID=25
EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

,  Examples\Keygen



TKeyGenParamsW

TKeyGenParamsW KG_GenerateRegistrationKeyW KG_GenerateRegistrationKeyFromProjectW
( ) (RSA 512/768/1024/2048/3072/4096), (
/ ):
RM_512 =0;
RM_768 = 1;
RM_1024 = 2;
RM_2048 = 3;
RM_3072 = 4;
RM_4096 =5;
( ) (Base 2/8/16/32/64), ( -
):
RB_2 =0;
RB_8 =1;
RB_16 = 2;
RB_32 = 3;
RB_64 =4;
( ) 1 Y ( ):
( ) unicode 4096
( )
( ) unicode
( ) 0 1
);
( ter)
( )
( )
( ) 1 Y ( );
1D ( ) 1D
( ) 0 (
( )
( ) 1 Y ( );
( )
( ) 1 Y ( ):
( )
( ) 1 0 ( ):
( )




( ) 1 0 ( );
( ) ( Enigma APl EP_MiscCountryCode
);
( ) 1 0 (
( )
( )
( )
( ) 1 0 (
( )
( )
( )
( ) ( -
( ) 16 ( );
( ) (
);
( ) (
).

Show/Hide Delphi structure definition
Show/Hide C++ structure definition

Show/Hide C# (.NET) structure definition



KG_GenerateRegistrationKeyW

KG_GenerateRegistrationKeyW KG_GenerateRegistrationKey

univode -

).

TGenKeyParamsW

EP_NO_ERROR=0

EP_ERROR_UNKNOWN=1

EP_ERROR_KEYBUFFEREMPTY =2

EP_ERROR_KEYBUFFERISLESS=3

EP_ERROR_REGINFOEMPTY =4

EP_ERROR_REGINFOTOOLARGE=5

EP_ERROR_PRIVATEKEY ISNOTSET=6

EP_ERROR_PUBLICKEY ISNOTSET=7

EP_ERROR_PRIVATEKEY ISINVALID=8

EP_ERROR_PUBLICKEY ISINVALID=9

EP_ERROR_KEYMODEISINVALID=10

EP_ERROR_KEYBASEISINVALID=11

EP_ERROR_CURRENTDATEISINVALID=12

EP_ERROR_EXPIRAT IONDATEISINVALID=13

EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 ID
EP_ERROR_HARDWAREBUFFEREMPTY =16 1D
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 ID

EP_ERROR_PROJECTFILENOTFOUND=18

EP_ERROR_INVALIDPROJECTFILE=19

EP_ERROR_EXECUTIONSNUMBERINVALID=20

EP_ERROR_DAY SNUMBERINVALID=21

EP_ERROR_COUNTRY CODEINVALID=22

EP_ERROR_RUNT IMEINVALID=23

EP_ERROR_GLOBALTIMEINVALID=24

EP_ERROR_INSTALLBEFOREINVALID=25

EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide Visual C++ function example
Show/Hide C# (.NET) function example

,  Examples\KeygenUnicode

unicode

(



KG_GenerateRegistrationKeyFromProjectW

KG_GenerateRegistrationKeyFromProjectW
unicode

TGenKeyParamW  KG_GenerateRegistrationKeyFromProjectwW

TGenKeyParamw

Return Values

KG_GenerateRegistrationKeyW

(

EP_NO_ERROR=0

EP_ERROR_UNKNOWN=1

EP_ERROR_KEYBUFFEREMPTY =2

EP_ERROR_KEYBUFFERISLESS=3

EP_ERROR_REGINFOEMPTY =4

EP_ERROR_REGINFOTOOLARGE=5

EP_ERROR_PRIVATEKEY ISNOTSET=6

EP_ERROR_PUBLICKEY ISNOTSET=7

EP_ERROR_PRIVATEKEY ISINVALID=8

EP_ERROR_PUBLICKEY ISINVALID=9

EP_ERROR_KEYMODEISINVALID=10

EP_ERROR_KEYBASEISINVALID=11

EP_ERROR_CURRENTDATEISINVALID=12

EP_ERROR_EXPIRAT IONDATEISINVALID=13

EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 1D
EP_ERROR_HARDWAREBUFFEREMPTY =16 ID
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 1D

EP_ERROR_PROJECTFILENOTFOUND=18

EP_ERROR_INVALIDPROJECTFILE=19

EP_ERROR_EXECUTIONSNUMBERINVALID=20

EP_ERROR_DAY SNUMBERINVALID=21

EP_ERROR_COUNTRY CODEINVALID=22

EP_ERROR_RUNT IMEINVALID=23

EP_ERROR_GLOBALTIMEINVALID=24

EP_ERROR_INSTALLBEFOREINVALID=25

EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide Visual C++ function example

Show/Hide C# (.NET) function example

., Examples\KeygenUnicode

unicode

uicode



TKeyVerifyParams

TKeyVerifyParams KG_ VerifyRegistrationlnfo KG_VerifyRegistrationInfoFromProject
( ) (RSA 512/768/1024/2048/3072/4096), (
/ ):
RM_512 =0;
RM_768 =1;
RM_1024 = 2;
RM_2048 = 3;
RM_3072 = 4;
RM_4096 =5;
( ) (Base 2/8/16/32/64), ( -
RB_2 =0;
RB_8 =1;
RB_16 = 2;
RB_32 = 3;
RB_64 = 4;
( ) 2048
( )
( )
( )
( )
( )
( )
( ) 0 : 1
( );

( )
( ) 1 Y (

1D ( )
( ) 1 0 (
( )
( ) 1 Y (
( )
( ) 1 Y (
( )
( ) 1 0 (




( ) ;
( ) , 1 0 ( );
( Enigma APl EP_MiscCountryCode );
, 1 0
( );
( ) ;
( ) ;
( ) ;
( ) , 1 0
( );
( ) ;
( ) ;
( ) ;
( ) ( - );
( ) 16 );
( ) );

Show/Hide Delphi structure definition
Show/Hide C++ structure definition
Show/Hide C# (.NET) structure definition

Show/Hide Visual Basic structure definition




KG_VerifyRegistrationlnfo

KG_ VerifyRegistrationinfo TKeyVerifyParams TKeyVerifyParams
the Enigma Protector ( - )

EP_NO_ERROR=0 :
EP_ERROR_UNKNOWN=1
EP_ERROR_KEYBUFFEREMPTY =2
EP_ERROR_KEYBUFFERISLESS=3
EP_ERROR_REGINFOEMPTY=4
EP_ERROR_REGINFOTOOLARGE=5 ( )
EP_ERROR_PRIVATEKEY ISNOTSET=6
EP_ERROR_PUBLICKEY ISNOTSET=7
EP_ERROR_PRIVATEKEY ISINVALID=8
EP_ERROR_PUBLICKEY ISINVALID=9
EP_ERROR_KEYMODEISINVALID=10
EP_ERROR_KEYBASEISINVALID=11
EP_ERROR_CURRENTDATEISINVALID=12
EP_ERROR_EXPIRATIONDATEISINVALID=13
EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 1D
EP_ERROR_HARDWAREBUFFEREMPTY =16 ID
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 1D

EP_ERROR_PROJECTFILENOTFOUND=18
EP_ERROR_INVALIDPROJECTFILE=19
EP_ERROR_EXECUTIONSNUMBERINVALID=20
EP_ERROR_DAYSNUMBERINVALID=21
EP_ERROR_COUNTRY CODEINVALID=22
EP_ERROR_RUNT IMEINVALID=23
EP_ERROR_GLOBALTIMEINVALID=24
EP_ERROR_INSTALLBEFOREINVALID=25
EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

Show/Hide Visual Basic function definition

Show/Hide Delphi function example

Show/Hide Borland C++ Builder function example
Show/Hide Visual C++ function example
Show/Hide C# (.NET) function example
Show/Hide Visual Basic function example

,  Examples\Keygen



KG_VerifyRegistrationlnfoFromProject

KG_VerifyRegistrationinfoFromProject

ansi , TKeyVerifyParams

EP_NO_ERROR=0

EP_ERROR_UNKNOWN=1

EP_ERROR_KEYBUFFEREMPTY =2

EP_ERROR_KEYBUFFERISLESS=3

EP_ERROR_REGINFOEMPTY =4

EP_ERROR_REGINFOTOOLARGE=5

EP_ERROR_PRIVATEKEY ISNOTSET=6

EP_ERROR_PUBLICKEY ISNOTSET=7

EP_ERROR_PRIVATEKEY ISINVALID=8

EP_ERROR_PUBLICKEY ISINVALID=9

EP_ERROR_KEYMODEISINVALID=10

EP_ERROR_KEYBASEISINVALID=11

EP_ERROR_CURRENTDATEISINVALID=12

EP_ERROR_EXPIRAT IONDATEISINVALID=13

EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 1D
EP_ERROR_HARDWAREBUFFEREMPTY =16 ID
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 1D

EP_ERROR_PROJECTFILENOTFOUND=18

EP_ERROR_INVALIDPROJECTFILE=19

EP_ERROR_EXECUTIONSNUMBERINVALID=20

EP_ERROR_DAYSNUMBERINVALID=21

EP_ERROR_COUNTRY CODEINVALID=22

EP_ERROR_RUNT IMEINVALID=23

EP_ERROR_GLOBALTIMEINVALID=24

EP_ERROR_INSTALLBEFOREINVALID=25

EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

Show/Hide Visual Basic function definition

Show/Hide Delphi function example

Show/Hide Borland C++ Builder function example

Show/Hide Visual C++ function example
Show/Hide C# (.NET) function example

Show/Hide Visual Basic function example

,  Examples\Keygen

TKeyVerifyParams



TKeyVerifyParamsA

TKeyVerifyParamsA KG_ VerifyRegistrationIinfoA KG_VerifyRegistrationinfoFromProjectA
( ) (RSA 512/768/1024/2048/3072/4096), (
/ ):
RM_512 =0;
RM_768 =1;
RM_1024 =2;
RM_2048 = 3;
RM_3072 =4;
RM_4096 =5;
( ) (Base 2/8/16/32/64), ( -
RB_2 =0;
RB_8 =1;
RB_16 = 2;
RB_32 = 3;
RB_64 = 4;
( )
( )
( )
( )
( )
( )
( ) 0 1
);
( )
(
(
( ) 1 0 ( )
1D ( )
( ) 1 0 (
( )
( ) 1 0( )
( )
( ) 1 0( )
( )
( ) 1 0(
( )
( ) ' 1 0( ):
( ) ( Enigma APl EP_MiscCountryCode
( ) 1 0




);
( ) ;
( ) ;
( ) ;
( ) , 1 0
( );
( ) ;
( ) ;
( ) ;
( ( - );
( ) 16 ( Creating
Keys);
( ) ( -
);

Show/Hide Delphi structure definition
Show/Hide C++ structure definition

Show/Hide C# (.NET) structure definition



KG_VerifyRegistrationinfoA

KG_ VerifyRegistrationIinfoA KG_VerifyRegistrationlnfo
TKeyVerifyParamsA TKeyVerifyParamsA the Enigma Protector

( - )

EP_NO_ERROR=0 ;
EP_ERROR_UNKNOWN=1
EP_ERROR_KEYBUFFEREMPTY=2
EP_ERROR_KEYBUFFERISLESS=3
EP_ERROR_REGINFOEMPTY =4
EP_ERROR_REGINFOTOOLARGE=5 ( )
EP_ERROR_PRIVATEKEY ISNOTSET =6
EP_ERROR_PUBLICKEY ISNOTSET=7
EP_ERROR_PRIVATEKEY ISINVALID=8
EP_ERROR_PUBLICKEY ISINVALID=9
EP_ERROR_KEYMODEISINVALID=10
EP_ERROR_KEYBASEISINVALID=11
EP_ERROR_CURRENTDATEISINVALID=12
EP_ERROR_EXPIRAT IONDATEISINVALID=13
EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 1D
EP_ERROR_HARDWAREBUFFEREMPTY =16 1D
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 ID

EP_ERROR_PROJECTFILENOTFOUND=18
EP_ERROR_INVALIDPROJECTFILE=19
EP_ERROR_EXECUTIONSNUMBERINVALID=20
EP_ERROR_DAY SNUMBERINVALID=21
EP_ERROR_COUNTRY CODEINVALID=22
EP_ERROR_RUNT IMEINVALID=23
EP_ERROR_GLOBALTIMEINVALID=24
EP_ERROR_INSTALLBEFOREINVALID=25
EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

,  Examples\Keygen



KG_VerifyRegistrationlnfoFromProjectA

KG_VerifyRegistrationinfoFromProjectA TKeyVerifyParamsA
ansi , TKeyVerifyParamsA

EP_NO_ERROR=0 :
EP_ERROR_UNKNOWN=1
EP_ERROR_KEYBUFFEREMPTY =2
EP_ERROR_KEYBUFFERISLESS=3
EP_ERROR_REGINFOEMPTY=4
EP_ERROR_REGINFOTOOLARGE=5 ( )
EP_ERROR_PRIVATEKEY ISNOTSET=6
EP_ERROR_PUBLICKEY ISNOTSET=7
EP_ERROR_PRIVATEKEY ISINVALID=8
EP_ERROR_PUBLICKEY ISINVALID=9
EP_ERROR_KEYMODEISINVALID=10
EP_ERROR_KEYBASEISINVALID=11
EP_ERROR_CURRENTDATEISINVALID=12
EP_ERROR_EXPIRATIONDATEISINVALID=13
EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 1D
EP_ERROR_HARDWAREBUFFEREMPTY =16 ID
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 1D

EP_ERROR_PROJECTFILENOTFOUND=18
EP_ERROR_INVALIDPROJECTFILE=19
EP_ERROR_EXECUTIONSNUMBERINVALID=20
EP_ERROR_DAYSNUMBERINVALID=21
EP_ERROR_COUNTRY CODEINVALID=22
EP_ERROR_RUNT IMEINVALID=23
EP_ERROR_GLOBALTIMEINVALID=24
EP_ERROR_INSTALLBEFOREINVALID=25
EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

Examples\Keygen



TKeyVerifyParamsW

TKeyVerifyParamsW KG_VerifyRegistrationlnfow KG_ VerifyRegistrationinfoFromProjectW
( ) (RSA 512/768/1024/2048/3072/4096), (
/ ):
RM_512 =0;
RM_768 =1;
RM_1024 =2;
RM_2048 = 3;
RM_3072 =4;
RM_4096 =5;
( ) (Base 2/8/16/32/64), ( -
):
RB 2 =0;
RB_8 =1;
RB_16 = 2;
RB_32 =3;
RB_64 = 4;
( )unicode
( )
( )unicode
( )
( )
( )
( ) 0 1
);

( )

)

)
( ) 1 0( );

ID ( ) unicode ID

( ) 1 0 ( )
( )
( ) 1 0 ( )
( )
( ) 1 0 (
( )
( ) 1 0 ( )
( )
( ) 1 Y ( )




( ) ( Enigma API EP_MiscCountryCode
);
( ) 1 0 ( );
( )
( ) ;
( ) ;
( ) 1 0 ( );
( ) ;
( )
( ) ;
( ) ( -
( ) 16 ( );
( ) ( -
);

Show/Hide Delphi structure definition
Show/Hide C++ structure definition

Show/Hide C# (.NET) structure definition



KG_VerifyRegistrationlnfoW

KG_ VerifyRegistrationinfow
TKeyVerifyParamsW the Enigma Protector

- )

EP_NO_ERROR=0

EP_ERROR_UNKNOWN=1

EP_ERROR_KEYBUFFEREMPTY =2

EP_ERROR_KEYBUFFERISLESS=3

EP_ERROR_REGINFOEMPTY =4

EP_ERROR_REGINFOTOOLARGE=5

EP_ERROR_PRIVATEKEY ISNOTSET=6

EP_ERROR_PUBLICKEY ISNOTSET=7

EP_ERROR_PRIVATEKEY ISINVALID=8

EP_ERROR_PUBLICKEY ISINVALID=9

EP_ERROR_KEYMODEISINVALID=10

EP_ERROR_KEYBASEISINVALID=11

EP_ERROR_CURRENTDATEISINVALID=12

EP_ERROR_EXPIRAT IONDATEISINVALID=13

EP_ERROR_KEYISINVALID=14

EP_ERROR_HARDWAREID=15 1D
EP_ERROR_HARDWAREBUFFEREMPTY =16 1D
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 ID

EP_ERROR_PROJECTFILENOTFOUND=18

EP_ERROR_INVALIDPROJECTFILE=19

EP_ERROR_EXECUTIONSNUMBERINVALID=20

EP_ERROR_DAY SNUMBERINVALID=21

EP_ERROR_COUNTRY CODEINVALID=22

EP_ERROR_RUNT IMEINVALID=23

EP_ERROR_GLOBALTIMEINVALID=24

EP_ERROR_INSTALLBEFOREINVALID=25

EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide Visual C++ function example
Show/Hide C# (.NET) function example

, Examples\KeygeUnicode

TKeyVerifyParamsW



KG_VerifyRegistrationlnfoFromProjectwW

KG_VerifyRegistrationinfoFromProjectW
unicode , TKeyVerifyParamsW

EP_NO_ERROR=0 :

EP_ERROR_UNKNOWN=1

EP_ERROR_KEYBUFFEREMPTY =2

EP_ERROR_KEYBUFFERISLESS=3

EP_ERROR_REGINFOEMPTY =4

EP_ERROR_REGINFOTOOLARGE=5

EP_ERROR_PRIVATEKEY ISNOTSET =6

EP_ERROR_PUBLICKEY ISNOTSET=7

EP_ERROR_PRIVATEKEY ISINVALID=8

EP_ERROR_PUBLICKEY ISINVALID=9

EP_ERROR_KEYMODEISINVALID=10

EP_ERROR_KEYBASEISINVALID=11

EP_ERROR_CURRENTDATEISINVALID=12

EP_ERROR_EXPIRATIONDATEISINVALID=13

EP_ERROR_KEY ISINVALID=14

EP_ERROR_HARDWAREID=15 1D
EP_ERROR_HARDWAREBUFFEREMPTY =16 ID
EP_ERROR_HARDWAREIDINVALIDFORKEY =17 1D

EP_ERROR_PROJECTFILENOTFOUND=18

EP_ERROR_INVALIDPROJECTFILE=19

EP_ERROR_EXECUTIONSNUMBERINVALID=20

EP_ERROR_DAYSNUMBERINVALID=21

EP_ERROR_COUNTRY CODEINVALID=22

EP_ERROR_RUNT IMEINVALID=23

EP_ERROR_GLOBALTIMEINVALID=24

EP_ERROR_INSTALLBEFOREINVALID=25

EP_ERROR_INSTALLAFTERINVALID=26

Show/Hide Delphi function definition
Show/Hide C++ function definition
Show/Hide C# (.NET) function definition

Show/Hide Delphi function example
Show/Hide Visual C++ function example
Show/Hide C# (.NET) function example

Examples\KeygeUnicode

TKeyVerifyParamsW



Please Note:

1 Markers cannot be used in DOT NET applications;
1 Visual Basic 6 applications should be compiled in native mode (not pcode).

Enigma Protector

1 VM -

1 Reg_Crypt -

1 UnReg_Crypt -

1 Decrypt On_Execute -
1 Unprotected -

1 Check_Protection -

1 Run_Once -



Enigma Protector

{ WRONG
{$l include\reg_crypt_endl.inc}
MessageBox(0, #10#13' This nmessage appears only if application is
#10#13' and section #1 unl ocked by registrati on key'

#10#13, ' Application', 0);
{$l include\reg_crypt_beginl.inc}
{ Rl GHT}
{$l include\reg_crypt_beginl.inc}

MessageBox (0, #10#13' This nessage appears only if application is
#10#13' and section #1 unl ocked by registration key

#10#13, 'Application', 0);
{$l include\reg_crypt_endl.inc}
{ W\RONG}
{$! include\reg_crypt_beginl.inc}

MessageBox (0, #10#13' This nessage appears only if application is
#10#13' and section #1 unl ocked by regi stration key
#10#13, 'Application', 0);
{$! include\reg_crypt_begi n2.inc}
MessageBox (0, #10#13' This nessage appears only if application is
#10#13' and section #1 unl ocked by regi stration key

#10#13, 'Application', 0);
{$l include\reg_crypt_end2.inc}
{ Rl GHT}
{$l include\reg_crypt_beginl.inc}

MessageBox(0, #10#13' This nmessage appears only if application is
#10#13' and section #1 unl ocked by registrati on key'

#10#13, ' Application', 0);
{$l include\reg_crypt_endl.inc}
{$l include\reg_crypt_begin2.inc}

MessageBox (0, #10#13' This nessage appears only if application is
#10#13' and section #1 unl ocked by registration key
#10#13, 'Application', 0);

{$l include\reg_crypt_end2.inc}

{ WRONG
{$! include\reg_crypt_beginl.inc}
{$! include\reg_crypt_begi n2.inc}
MessageBox(0, #10#13' This message appears only if application is
#10#13' and section #1 unl ocked by registrati on key'

#10#13, ' Application', 0);
{$l include\reg_crypt_end2.inc}
{$l include\reg_crypt_endl.inc}
{ Rl GHT}
{$l include\reg_crypt_beginl.inc}

MessageBox (0, #10#13' This nessage appears only if application is
#10#13' and section #1 unl ocked by regi stration key
#10#13, 'Application', 0);

regi stered
+

regi stered
+

regi stered
+

regi stered
+

regi stered
+

regi stered
+

regi stered
+

regi stered
+

+

+



{$l include\reg_crypt_endl.inc}

{ WVRONG}
{$l include\reg_crypt_beginl.inc}
i f EP_ReglLoadKey(pcUser| nfo, pcKey) then

begi n
eNane. Text := string(pcUserlnfo);
{$l include\reg_crypt_endl.inc}
eKey. Text : = string(pcKey);
ShowMessage(' Thanks for registration');
end;
{ Rl GHT}

{$l include\reg_crypt_beginl.inc}
i f EP_RegLoadKey(pcUser | nfo, pcKey) then
begi n
eNane. Text := string(pcUserlnfo);
eKey. Text := string(pcKey);
ShowMessage(' Thanks for registration');
end;
{$l include\reg_crypt_endl.inc}

If-Then-Else, For-To-Do, While-Do, Repeat-Until, Try-Except, Try-Finally

{VWRONG

i f EP_RegLoadKey(pcUser | nfo, pcKey) then

begi n
{$! include\reg_crypt_beginl.inc}
eNane. Text := string(pcUserlnfo);
eKey. Text : = string(pcKey);
ShowMessage(' Thanks for registration');
{$! include\reg_crypt_endl.inc}

end;

{ Rl GHT}
{$l include\reg_crypt_beginl.inc}
i f EP_ReglLoadKey(pcUserlnfo, pcKey) then

begi n
eNane. Text := string(pcUserlnfo);
eKey. Text : = string(pcKey);
ShowMessage(' Thanks for registration');
end;

{$l include\reg_crypt_endl.inc}

C C++ return
{WRONG
voi d CTest Dl g:: CheckRegi st er ed( BOOL bReg)
{

Cwid* wnd;

/1 Enabl e/ di sabl e unregi ster button
wnd = Cet Dl glten(] DC_BUTTON UNREG STER);
wnd- >Enabl eW ndow( bReg) ;

/] Enabl e/ di sabl e unregi ster static
wnd = GetD glten(l DC_BUTTON REQ STER) ;
wnd- >Enabl eW ndow( ! bReg) ;

/1 Enabl e/ di sabl e user info edit

wnd = CetDl glten(| DC_ED T_USERI NFO) ;
wnd- >Enabl eW ndow( ! bReg) ;

/] Enabl e/ di sabl e key edit



wnd = CGet Dl gltem(| DC_EDI T_KEY);
wnd- >Enabl eW ndow( ! bReg) ;

char* sNanme = NULL;
char* sKey = NULL;
{$! include\check_protection_begin.inc}

i f (bReg)
{
i f (EP_RegLoadKey(&sNane, &sKey))
{
Set Dl gl t enText (| DC_EDI T_USERI NFO, sNane) ;
Set Dl gl t enilext (1 DC_EDI T_KEY, sKey);
return;
}
}
{$! include\check_protection_end.inc}
}
{ R GHT}
voi d CTest Dl g:: CheckRegi st er ed( BOOL bReg)
{
CWhd* wnd;
/] Enabl e/ di sabl e unregi ster button
wnd = Cet Dl glten(l DC_BUTTON UNREG STER) ;
wnd- >Enabl eW ndow( bReg) ;
/] Enabl e/ di sabl e unregi ster static
wnd = Cet D glten(l DC_BUTTON REQ STER) ;
wnd- >Enabl eW ndow( ! bReg) ;
[/ Enabl e/ di sabl e user info edit
wnd = GetDl glten(l DC_EDI T_USERI NFO);
wnd- >Enabl eW ndow( ! bReg) ;
/1 Enabl e/ di sabl e key edit
wnd = CGet Dl gltenm(I DC_EDI T_KEY);
wnd- >Enabl eW ndow( ! bReg) ;
char* sNane = NULL;
char* sKey = NULL;
{$! include\check_protection_begin.inc}
i f (bReg)
{
i f (EP_RegLoadKey(&sNane, &skKey))
{
Set Dl gl t enilext (I DC_EDI T_USERI NFO, sNane) ;
Set Dl gl t eniText (1 DC_EDI T_KEY, sKey);
}
}
{$! include\check_protection_end.inc}
return;
}

1 Free Pascal users should enable Intel Assembler Style in Compiler Options.



Options for Project: test - & == . ! @
F Project Options - Syntax maode (-M)
- Application | Object Pascal - default (-Mobjfpc) -
- Forms
Ei D'_:'c el Syntax options
- Session

- Version Info

- i18n

- Mizcellaneous
a4 Compiler Options

4

FdLlrlb

~|Parsing | |
- 1
Eeheg tion

- Linking

- Werbosity

- Messages

- Other

- Inherited

- Compilation

I

C Style Qperators (*=, +=, /= and -=] (-5¢)

[ Include Aszertion Code (-53)

[¥] Allow LABEL and GOTO (-5g)

[¥] C++ Styled INLIME {-5i)

[] C Style Macros (global) (-5m)

[] Constructor name must be 'init' (destructor must be 'done') (-5s)
[ Static Keyword in Objects (-5t)

Use Ansi Strings (-5h)

Azsembler style: (-R)

(7 Default @ Intel & AT&T

[] Use these compiler options as default for new projects

Show Options | [ Test || .. || oK

|| cancel




VM

Examples\MarkerVM

Content
Show/Hide Delphi marker content
Show/Hide C++ marker content

Show/Hide Visual Basic marker content

Examples
Show/Hide Delphi marker example
Examples\MarkerVM



Reg_ Crypt

Reg_Crypt

Content
Show/Hide Delphi marker content
Show/Hide C++ marker content

Show/Hide Visual Basic marker content

Examples

Show/Hide Delphi marker example
Show/Hide C++ marker example
Show/Hide Visual Basic marker example

Examples\MarkersRegCrypt

Enigma
Registration Dialog

16
Creating Keys



UnReg_Crypt

UnReg_Crypt
reg_crypt

Content
Show/Hide Delphi marker content
Show/Hide C++ marker content

Show/Hide Visual Basic marker content

Examples

Show/Hide Delphi marker example
Show/Hide C++ marker example
Show/Hide Visual Basic marker example

Examples\UnRegCryptMarkers

The Enigma Protector

16



Decrypt On_Execute

Decrypt_On_Execute

Content
Show/Hide Delphi marker content
Show/Hide C++ marker content

Show/Hide Visual Basic marker content

Examples

Show/Hide Delphi marker example
Show/Hide C++ marker example
Show/Hide Visual Basic marker example

Examples\MarkersDecryptOnExecute



Check Protection

Check_ Protection

Content
Show/Hide Delphi marker content
Show/Hide C++ marker content

Show/Hide Visual Basic marker content

Examples
Show/Hide Delphi marker example
Show/Hide Visual Basic marker example

Examples\CheckProtection



Run_Once

Run_Once

Content
Show/Hide Delphi marker content
Show/Hide C++ marker content

Show/Hide Visual Basic marker content

Examples
Show/Hide Delphi marker example

Examples\MarkerRunOnce



Unprotected

Unprotected

Content
Show/Hide Delphi marker content
Show/Hide C++ marker content

Show/Hide Visual Basic marker content

Examples
Show/Hide Delphi marker example
Show/Hide Visual Basic marker example

Examples\MarkersUnprotect
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Delphi

"Hello World"
"Tutorial s\Si npl e envel ope protection\Del phi\"

programtest;
{ SAPPTYPE CONSCLE}
uses
W ndows, SysUtils;
begi n
MessageBox(0, 'This is The Enigma Protector test application.'#10#13 +
"If after protection you will see this nmessage then the application works correctly!",
'Test Application', 0);
end.



Enigma Protector

Protector

1.

2.

3.
a. Enigma Protector
b.
C.
d.

4.

Windows -
5. b i
Enigma
1 Windows

.reg

[ HKEY_ROOT\ HKEY_RELATI VE]
"Nane"="User |nformation"

1

HKEY_ROOT - Windows
HKEY_LOCAL_MACHINE

HKEY_RELATIVE - Windows

User Information -

Enigma

Enigma Protector

3.b

" Key" =" XUCBSNJ9T642DCQP3FVWBCONIL75X7"

HKEY_CURRENT_USER - -

XUCBSNJ9T642DCQP3FW8CG6NJIL75X7 -

.reg

[ Regi stration information]
Namre=User | nf o

Userlinfo -

Windows

Key=XUCBSNJ9T642DCQP3FWBC6NIL75X7

XUCBSNJ9T642DCQP3FW8C6NJIL75X7 -

Enigma

Windows



Delphi

"Hello World"
"Tutorials\Trial protection part 1\Del phi\"

programtest;
{ SAPPTYPE CONSOLE}
uses
W ndows,
SysUils;
begi n
MessageBox(0, 'This is The Enigma Protector test application.'#10#13 +
"If after protection you will see this nessage then the application works correctly!",
'Test Application', 0);
end.



Enigma API

Enigma API
API

Enigma API

1 EP_TrialExecutions
1 EP_TrialDays
1 EP_TrialExpirationDate

Enigma API Tutorials\Trial protection part 2\



Delphi

Enigma API EP_TrialExecutions

programtest;
{ $APPTYPE CONSOLE}
uses
W ndows,
SysUtil s,
enigna_ide in 'include\enignma_ide. pas'
var
Total, Left : word;
sMessage : string;
begi n
/1l This is test application of trial Enigma APl functions
/1 1f the function succeed then it returns true
/1 1f the function failed then

/1 1. the trial limt on executions nunber was not set before protection

/1 2. here is unexpected error
if EP_Trial Executions(Total, Left) then

begi n
if Left = 0 then
begi n
MessageBox(0, 'Your trial period has over!', 'Test application',
end el se
begi n
if (Total div Left) >= 2 then sMessage := 'You have left nore then half executions of your trial! peric
sMessage : = sMessage + format (' You have left % from %l days of your trial period!'', [Left, Total]);
MessageBox (0, PChar(sMessage), 'Test application', 0);
end;
end;

/1 You may al so use EP Trial Days and EP Tri al Expirati onDat e
/1 functions to control trial period
end.



Enigma

Enigma Protector / ““Customer”-
1 Adding/Editing / ( - Customer - / )
1 ( - Manager - )
1 ( - Manager - )
# Enigma License Nanager |_ ||I:|||

Manager Customer

A2 X

EFTIEE :

# w & E-mail R
1 Cen King Cenking®gg. com china
Z Huang Xc Huang=C@gg. com china

2] il | (>




Enigma

Enigma

s _ EPER

= | BB ¢ Emr oar eman s BBt 1o
B Huang | B 1 O = FE QRITETHE. . .

A |Peace | = F.E

B |Ch1na V|

B35 - | B B

i | E=lE

Lk | =

e - | 2 B

$a7ts - | By B

W & @

e | % @ < | >
E-mail i [PracsZ00BRIZE. con |y B .

C&wm | [ @& | [ 6%

[ Additional Farameters ]

- License Manager Properties Enigma Mailer



Enigma

*.enigmabd ““Next”

The Enigma Protector License Import Wizard

The Enigma Protector License Import
Open the file with internal databaze

Open the file that contains license databaze for importing:

C:ADocuments and S ettingsAdministrators & @ %007 .enigmadb

“ Browsze. .. J

| <Back || Mew> || Cancel |

The Enigma Protector License Import Wizard

The Enigma Protector License Import

Imparting properties

Irmparting properties

Re-generate registration keys [recommended]

Mate: if yau unckeck thiz aptian, then will be imparted DMLY valid far the current project
reqiztration keys. If interal database containg invalid regiztration keys - they will be

mizzed.
Add hyphens to the keys

[ ] Import expired keys

[ Import stalen keys

Click Mest buttan ko start imparting.

[ < Back

“ Hemt » J[ Cancel ]




Enigma Finish

The Enigma Protector License Import Wizard

The Enigma Protector License Import
Progress

(W

[21:18:55] Cuztomer: [)
21:18:55] Regenerate lisence: 2
[21:18:55] License reqgenerated, kew: H5"2GE-CEFY 1A-EWPEZA-TARAR]

¢ Back Canicel
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Enigma Mailer
- Enigma

- License Manager Properties

- License Manager Properties



Eeys Generator Settings | M

. EEAREA e \
- Register After Date SREFEEHE R C EAIA D

-~ Register Before Dat -
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Eeys Generator Settings _

- EEAEE
- Register After Date
-~ Register Before Dat
- Executionz Limit

<o Days Limit

< Bun—time Limit
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- Bun—time Limit
~ixlobal Time limit
- EFE

- B

- HREEE

EEEFIEE
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- Enigma Mailer

Eeys Generator Settings 4

SR EIA =) 1fy the 11 f additional £
Register After Date pecity the list of addition parameters for customer reco

Register Before Dat # X Desciption Short Hame Default V..

Execut]l.nllis Limit 1 g" Customer Login login
Days Limit

Bun-time Limit 2 g‘* Cusztomer Pazsword password

Global Time limit
B E

[y ik = B )
AR A £

TRl

ol

Customer Parameters

Licenze Parameters <

I{ | | I #dd Farameter

T

Desciption( ) -
Short Name ( ) -
Default Value -

License Parameters -

Eeyzs Generator Settings '-

HHAERA

Regizter After Date Specify the list of additional parameters for licensze racor
Begister Before Dat # X Desciption Short Hame Default V..

Execut?m.'u.s Limit 1 = License # licenze
Day=s Limit

Rur—time Limit 2 gﬂ‘ Kew properties kevprop

Global Time limit
EEE
EnEaa e
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T

£l R AR

Customer FParameters

Licensze Parameters ¥,

I{ | }I Add Farameter

[ ®m= | [ &A |
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Enigma

Enigma Protector
Enigma
Enigma - Enigma
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Enigma

# Eni gma Nailer

&P | &R (@ | |
EMai1l Address
TEIETHAE C LT B0 P S TSR R )

iailldzerver. com

WPER ( ATIEEIRES) HIE 1 AR 5 2%
HPi&: |mail | SMTP fRsa |5mt1:-. Server. com
SR T |pa55wnrd | w0 - |25

|:|U5e SSL (for SSL connection it is recommended to use port

NEIRLEED | FERR 2T EER RS T IR E » Bt Sl Eixar e bean .
3 15 s
C
EMail
- Email
- SMTP Email
- SMTP Email

SMTP Email
SMTP - SMTP

- Email



Email

%CUSTOMERCOMPANY %0
%CUSTOMERFIRSTNAME%0
%CUSTOMERLASTNAME%6
%CUSTOMERSTREET %0
%CUSTOMERSTATEY
%CUSTOMERZIP%
%CUSTOMERCITY %
%CUSTOMERCOUNTRY %
%CUSTOMERLANGUAGE%
%CUSTOMERPHONE%0
%CUSTOMERFAX%

%CUSTOMEREMAIL% Email
%REGNAME%0
Y%REGKEY %0
Y%REGKEY CREATEDATE%0
%REGKEY EXPIRAT IONDATE%o

Y%REGKEY HARDWARE%0 ID
Y%REGKEY LICNUM%0
%REGKEY PRICE%
%REGKEY REFERENCE%0
Y%REGKEY COMMENT %0

““Pattern” %CUSTOMER %

““Pattern” %REG %

N Eni gma Nailer

FP |Em | RE | |

IR AR -
| CIF ] (== )

L]

e LA :
Software Company |
I BEE ML :
YCUSTOMEEFIRSTHAMEY %CUSTOMERLASTHAMEY |
E ok

Software Registration Order |
EX

Hello #CUSTOMEREFIESTHAMER. —|

[ Hpk Email ]

| #=iE ]
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